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' Republica Federativa do Brasil
0 Agéncia Nacional de Telecomunicagbes

ANATEL :

Certificado de Homologacgéao

(Intransferivel)
N 04129-19-01086
Emissdo:  13/06/2019

Requerente: Fabricante:
CISCO DO ERASIL LTDA. CISCO SYSTEMS, INC.
DAS NACOES UNIDAS N2%12901 25 ANDAR 170 WEST TASMAN DRIVE SAN JOSE
BROOKLIN PAULISTA ESTADOS UNIDOS DA AMERICA

04578000 SAO PAULO SP

Este documente homologa, nes termos da regulamentagdo de telecomunicagdes vigente, o Certiicado de Conformidade n® NCC 17058/18, emitida pelo
Associagdo NCC Certificagdes do Brasil. Esta hemologacio é expedida em nome do solicitante aqui identificado e é valida somente para o produto a
Juir discriminado, cuja utilizagao deve observar as condigbes estabelecidas na regulamentagéo de telecomunicagdes.

Tipe - Categoria:
Transceptor de Radiaciio Restrita - ||

Meodelo - Nome Cemercial (s):
Cisco Catalyst 9115AX Series Access Points - (C9115AXI-Z) /Cisco Catalyst 9115AX Series Access Points - (C3115AXE-2Z)

Caracteristicas técnicas basicas:

Poténcia MéXima de Seida). rasnologias -| " XA de Freauénclas Tx|n, o cxs de Emissses| Tipo de Modulagio
(W) (MHz)
0,0025 SE&E;EE{\'D‘:'A 2.400,0 2 2.483,5 700KF7D GFSK
0,5763 siﬁgi’;g“‘ 2,400,0 a 2.483.5 8M03X9D DEPSK/DQPSK/CCK
0,7409 OFDM 2.400.0 2 2.493.,5 16M3X9D RESHIGPSRID
64QAM

0,9805 OFDM 2.400,0 2 2.483,5 17M5X9D Bps‘g‘;%:iﬂm &

| 0,1186 OFDM 5.150,0'a 5.350,0 Bpsgi%ﬁ‘m 6-
0,1208 OFDM 5.150,0 a 5.350,0 : BPS::%F:\%KHB-
0.1168 OFDM 5.150,0 a 5.350,0 ; BPS:;%TMWW
0,1052 OFDM 5.150,0a 5.350,0 : Bpsggifﬂmﬁ'
0,0964 OFDM 5.150.0 a 5.350,0 : BPS:;%PAfAWTB-
0,1469 OFDM 5.150,0 & 5.350,0 3P§£§f;§4wo;5$4'
0.0443 OFDM 5.150,0 2 5.350,0 z Bpggfsgrémﬁ*
0,1786 OF DM 5.470,0 a 5.725,0 : BPSE;%P&K*’ 16-

M16-

0.0664 OFDM 5.470.0 2 5.725.0 - Bpsﬁ%iﬁdmﬁ
0.1072 OFDM 5.470,0 2 5.725,0 z Bpsggl;ﬁﬂme-
01216 OFDM 5.470,0 a 5.725.0 g BPS&%Z%K“G'
0,0906 OFDM 5.470,0 a 5.725,0 : B"S‘;’l‘%ﬁnmﬁ'
00332 OFDM 5.470,0 2 5.725,0 : Bpfgfgfzj&ﬁ""
0,0536 OFDM 5.470,0 a 5.725,0 z Bpfgfgggfhf“'
0,9042 OFDM 5.725,0 2 5.850,0 16M3X9D EPSE;%:S“K""’"




Foténcla Mixima de Sa1d2) Tecnologias- | **@ % f;;:;éneﬂas 7% |ssignagic de Emisstes] Tipo ds Modulagao
_____ '0_,_'%1_;3.' . oFoM | s7as0as. £80.0. | - H%M%)_{SD Bpsfqgﬁmf‘,_ ._
------ ’0'-'9}{-_1.53 57250458500 o i @emaxeD Bfﬁ.:"gi‘”fﬁﬂ'

0.8451 5.725,0 2 6:850,0 © "7BMOXID BRe/OreKing.
Dl srsoaseson. | voven | SPRECESUAR

E.nsam de SAR nio apiecéwef g

MNa |_nstalac_ép -'qo produto
Radiago Restrita.

Ccnst|tu| otmgagao do fabncante do pdeuto ‘no Brasil prowdencla.r a |dent1ﬂcagao do produto humulogado, . ncs termos da regula.menta;éo de
telecomunicagoes, em mdas as’ umdades comemiallz_adas antes de sua efetnra dmr:bw;ao ag mercado. asslm como observar 8. ma.nter as. :;aractenst:cas
téenicas que fundamemars.m a cer‘tiﬂcagao original. ’ - .

As ml‘ormagées consmntes deste_certlﬁudo d'e homologagao podem ser conﬁrrnadas no SCH - S:stema de Gesulo de Ceﬂiﬁcaqao e
Homologagao, dlspom { no. porta da Anatel (www.anatei.gav br). . . .

Dawscn Gonzaga da Sirva
Gerente de Certlﬂcagao L] Numaran;au




) Repulblica Federativa do Brasil

Agéncia Nacional de Telecomunicagdes VAEES
ANATEL
Certificado de Homologacao
(Intransferivel)
N2 00648-19-01086
Validade:  Indeterminada
Emissdo:  05/05/2020
Requerente: Fabricante:
CNPJ: 00.028.666/0001-58
CISCO DO BRASIL LTDA. CISCO SYSTEMS, INC.
170 WEST TASMAN DRIVE
N#

ESTADOS UNIDOS DA AMERICA

Este documents homologa, nos termos da regulamentagdo de telecomunicagbes vigente, o Certificado de Conformidade n® NCC 18675/18, emitido pelo
Associacdo NCC CertificagSes do Brasil. Esta homologagio é expedida em nome do solicitante aqui identificado e ¢ valida somente para o produto a
seguir discriminaco, cuja utilizagio deve observar as condigoes estabelecidas na regulamentagac de telecomunicages.

Tipo - Categoria:
Equipamento de Rede de Dados - |1|

Madelo - Nome Comercial (s):

Cisco Catalyst 9200 Series - (C9200L-24T-4G-E) /Cisco Catalyst 9200 Series - (C9200L-24P-4G-E) /Cisco Catalyst 9200 Series - (C9200L-48T-4G-E)
/Cisco Catalyst 9200 Series - (C9200L-48P-4G-E) /Cisco Catalyst 9200 Series - (C9200L-24T-4X-E) /Cisco Catalyst 8200 Series - (C9200L-24P-4X-E)
Cisco Catalyst 9200 Series - (C9200L-48T-4X-E) /Cisco Catalyst 9200 Series - (C9200L-48P-4X-E) /Cisco Catalyst 9200 Series - (C8200-24T-X) /Cisco
Catalyst 9200 Series - (C9200-24P-X) /Cisco Catalyst 9200 Series - (C9200-48T-X) /Cisco Catalyst 8200 Series - (C9200-48P-X) /Cisco Catalyst 9200
Series - (C9200L-24PXG-4X-X) /Cisco Catalyst 9200 Series - (C9200L-24PXG-2Y-X) /Cisco Catalyst 9200 Series - (C9200L-48PXG-4X-X) /Cisco Catalyst
9200 Series - (C3200L-48PXG-2V-X) /Cisco Catalyst 9200 Series - (C9200-48PXG) /Cisco Catalyst 9200 Series - (C9200-24PXG) /Cisco Catalyst 9200
Series - (C9200-24PE) /Cisco Catalyst 9200 Series - (C9200-48PE)

Caracteristicas técnicas basicas:

Equipamento de rede de dados com caracteristicas de comutador (switch) para aplica¢des em redes Ethernet.
Qbservacoes

'mais modulos de interface e protocolos de sinalizag3o passiveis de homologacgio, especificados em documentos técnicos do produto, ndo
t80 cobertos por este certificado, sendo obrigatéria sua certificagéo e homologagdo, caso venham a ser fornecidos ou utilizados.

Este certificado substitui o de mesmo numero emitido em 19/08/2019

Constitui obrigagao do fabricante do produte no Brasil providenciar a identificagdo do produto homologade, nes termos da regulamentagac de
telecomunicagbes, em todas as unidades comercializadas, antes de sua efetiva distribuicio ac mercado, assim como cbservar e manter as caracteristicas
técnicas que fundamentaram a cerificagao original. |

As informacGes constantes deste certificado de homologagio podem ser confirmadas no SCH - Sistema de Gestio de Certificagdo e
Homologagado, disponivel no portal da Anatel. (www.anatel.gov.br).

Davison Genzaga da Silva
Gerente de Certificagao e Numeragéo







Repiblica Federativa do Brasil e ——— |
J Agéncia Nacional de Telecomunicagées \EDES .

ANATEL
Certificado de Homologacao
(Intransferivel)
N*® 04632-21-01086
Validade:  Indeterminada
Emiss3o: 171052021
Requerente: Fabricante:
CNPJ: 00.028.666/0001-58
CISCO DO BRASIL LTDA. CISCO SYSTEMS, INC.
170 WEST TASMAN DRIVE
Me

ESTADOS UNIDOS DA AMERICA

£ste documento homeloga, nos termos da regulamentagdo de telecomunicag@es vigente, o Certificado de Conformidade n? NCC 19396/21, emitido pelo
Associagdo NCC Certificagoes do Brasil. Esta homologac3o é expedida em nome do solicitante aqui identificado e ¢ vélida somente para o produtc a
seguir discriminade, cuja utilizagao deve observar as condigées estabelecidas na regulamentagio de telecomunicagées.

Tipo - Categoria:
Estacdo Terminal de Acesso - |

Modelo - Nome Comercial (s):
P-LTEA-LA

Caracteristicas técnicas basicas:

Faixa de I‘(—';ﬂe::)enclas Tx|Poténcia Mz;;c\:;\a de Saida Designacio de Emissdes Tesnologia ledp;)l:l;gq
824,02 843,0 0,166 SMO0GTW WCDMA/HSDPA/HSUPAIQPSK/ 16QAIM
898,5 a 901.0 0,163 5MO0GTW WCDOMA/HSDPA/HSUPA|QPSK/16QAM
807,5 a 815,0 0,163 5MODGTW WCDMA/HEDPA/HSUPA|QPSK/16QAM

1.749,92 1.784.9 0,163 SMODGTW CDOMA/HSDPA/HSUPA|QPSK/16QAM
1.920.0 a 1.980.0 0,16 5MODGTW WCDMA/HSDPA/HSUPA|QPSK/16QAM
703,0 a 748,0 0,205 3MOOGTW/SMOOGZW/10MOGTW LTE QPSKMEQAM
703,0 a 748,0 0,205 15MOGTW/20MOGTW LTE CPSK/M16QAN
824,0 a 848,0 0,207 1M40G7W/SMO0GTW LTE QPSK/16QAM
824,0 a B48,0 0,207 SMO0G7W/10MOGTW LTE QPSK/16QAM
898,54 301,0 0,203 TM40GTW/3MOOG7W/SMO0OGTW LTE QPSK/18QAM
907,5 a 915,0 0,203 TMA0G7W/IMOOGT7W/SMO0GTW LYE QPSK/18QAM
1.710,0 2 1.785,0 0,203 1M40GTW/3MOCGTW/SMO0GTW LTE QFSK/18QAM
1.710,0 2 1.785,0 0,208 10MOGTW/15MOGTW/20MAGTW LTE QPSK/18QAM
1.685,0 2 1.895,0 0,191 SMOOGTW/1OMOGTW LTE CPSK/18QAM
1.920.0 2 1.980,0 0,19 SMO0GTW/1OMOGTW LTE QPSK/16QAM
1.920,0.2 1.980,0 0,19 15MOGTW/20MOGTW LTE QPSK/16QAM
2.500,0 a 2.570,0 0,15 SMOOGT7W/10MOGTW LTE QPSK/16QAM
2,500,0 a 2.570,0 0.15 15MOG7W/20MOGTW LTE QPSK/16QAM
2.570,0 2 2.620,0 0,149 SMO0OG7W/10MOGTW LTE QPSK/16QAM
2.570,0 2 2.620,0 0,149 15MOG7W/20MOGTW LTE QPSK/16QAM

Antenas 4C: O equipamente pode ou nao ser comercializade com antena externa,

A antena que pode ser comercializada & a de modelo LTE-ANTM-D com ganho de 3,7dBi.

O equipamento implementa o protocolo IPV6,

Ensaio de SAR nao aplicdvel: o equipamento é um preduto nao acabado cuja a integragéo em outros eguipamentos requer riova avaliagio.

Constitui obrigagéc do fabricante do produto no Brasil providenciar a identificagio do produto hemologado, nos termos da regulamentagio de
telecomunicagdes, em todas as unidades comercializadas, antes de sua efetiva distribuicdo ac mercado, assim como observar e manter as caracteristicas
técnicas que fundamentaram a certificagao original.

As informagfes ceonstantes deste certificade de homologacio podem ser confirmadas no SCH - Sistema de Gestdo de Cerlificacdo e
Homologagio, disponivel no portal da Anatel. (www.anatel.gov.br).




L '. Ger

Davison Gonzaga da Siva

ente de Cerificagdo  Numeragao
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Cisco Collaboration Flex Plan 3.0

With the release of Flex 3.0, the Clsee” Collaboratian Flex Plan is evohing to | and Ivize the
mave Lo Flex, simpkfy guoting and ordering. and improve collaberation by bundiing Watex™ Meetings and
"

K ovements 10 the Cisco Collaboration Flex Plan:
B W! Webex Sulte Enterprise Agreement and Named User
« Single ter Active User (AL Buylng Model - Mectings any
» The Clsco E lse A {EA) is simplified by ing three tiers into & single tier.
= Hard bundle better-tagether Meeting + Calling, Customers benefit when buying them together.

Buying models

Thrae buying modals are availabln: Enterprise Agraement, Active User, and Named User. ¥ou can choosa
different buying models for Meetings and Calling, but you may not have meore than one buying modal for aither
solution at any peint, Guring your subseription, you alsa have the flexibilty to changs your buying model fram:

+ MNamed User to Active User or Enterprise Agraament, or
«  Actlve User 1o Enterprise Agreement
An Enterprise Agreement (EA) covers all Knowiedge Workers ()W) In on organization and allows for 20 percent

growth with additional value-added beneflts (o cover needs. A of 250 K'Ws ara
requlred.
M\re Usar {AL) I:a usage-based i far Hngs that allows to

0 Lo adopticn and closealy track the return on investment. & minlmum of 40 Active U:ser-‘ i
tegulred,

Named User (NU) Is a per-user subscription that enables customers m provide Webex Meetings or Catlmg
services for Indlvidusls, teams, ar and add a5 adoptisn grows, Eptl
can be purchased per user with ne minimum. No growth is includea,

Named User Calling Value Tiers

Professional - the full-f ! tier for and
part of thelr job duties. This tler includas ualcamau

5 who use multipie communication devices as

Enhanced - the feature rich ther optimized for task-bDased workers who use a single device without the need 1o
vaigemall,

A = =the antry el der far a disl=tone and basic calling capabilitios on basic devicas,

3 mant modals

You will choosa @ software deployment medel Tor each of yeur usars, Customers can choose t mix
deployment madels te fit their needs and deploy cloud Meetings and Caling on-premises, nostec by a partner,
andior via @ cloud (either Cisce Unifsed Communications Manager [UCM] Cloud and/or Webex Calling), Note
that wnen you choose an an=premises or partner-hasted deplayment, you will alse recelve the cloud service
Webex app, Yeu have the lallity 1o from an-pr or partner-hosted to a ¢loud deployment and

@ 2027 Chen analor s alllasen, A rghes sassad, Fage 16 21

vice versa. The deployment medel you choose far a user determines their scftware entitlerment, Table 1 shows
which | models are For I g5 and Calling.

Table 1.  Avallability of Meetings ana Calling by desleyment modal

Meetings x

3
x
>

Calling

Meetings features and benefits

When you cheese Claco Ci ion Flex Plan 03, YOu rEoeive entith 18 0 bundie of features.
Tabole 2 describos the |neluded features and the availability of each feature 1o users with the EA, NU and AU
buying models, Table 3 describes the add-an features that can be purchased on top of your subscription and
the availability of each add-on feature based on the designated buying model.

Tabbe 2. Incluced featurss and buying mads| avallabllity

Buying mwde| availatils

EA NU
Adupnced Tha following wdeo and web corferancing solutians afte X x X
Iensings included:
with a capacity of 1000 attendoes par

wonion

\Wnbes Tralniig With o capacity of 1000 attendees per

o an

Wiehiex Eysnts Wih & capacity of 1000 attendeos per

sesaiion

Wetigx Supne with o canacity of & ottendees per

pereEy

Wobax Meotings st includes Webex Meetings, Webex
Training, Welssx Events, and Welbsx Suppart in a sngle
bundle,

A Brandea microsite included

See quooonad BNGU0GEY-

Far Mamed User, customers can chodse either me enure
Vieoo sulta or

Wagox Mogtings, Wobax Tralning, wnmn Everu. nm:

Wepax Suppert. You cannet select this eption in
combinatlon with Weoax Evanta 3000,

Webegmestings  Host of joln Wabex Meetings natively from the Webex x x X
App with comman mesting expsrml:n: and centrols, no
matter hew part clpants joln

Note: Calendar service must be ensbled,

20T Give anchio s alMabm, A1 s e, Paga 4 af 21



Wcluded feature  ilenalil

Hiiping el awvail

EBro Pack far
Control Hub

WAth Pra Pack for Contral Hub, ndministrators can
provison, manege, and analyze the entire Webex
exparance, Pro Pack delvers addidonal levels of
securTy contrels, compliance maragement, and
business Insights to meet the needs of costomers who
are woking for sdvanced capabiliies,

Cixge Wobey Each knowladge worker has unlimized sccoss to Valb,
Clsco Wabax Vo capabliities may rat bo avaliabie 1o
particlzants In certain eountries. Rafar to the *Important

hfgrmation Regarding Audla Services® section of the
Wﬁmmmmm for mare detalls,

Each knowlagge worker nas unlimized sccoss to glabs)
toll ead-In services, Local tll eall-In numbers) are
Audio lwildisl-ln  provided tor particioants In covered eountﬂes te join 4
i) CIseo wenaac rnaeﬂng Rafer to the

(Table 2] for a list of covared
S countios,

aco Glowd o,

L

Lonnected Audln

Sarvice Provider  Undor tho (oud Connected Audio Service Provider

LUaar VCCA 5P Usar} Audlo optian, a service provider partner
pagrs with Clsco and provides 1he ranspan and access
{phene fumbers) t a custamer, while Ciace provides
audia bridaing, The service provider partnas Mse
provices ifecycle support; that |s, dey-0, cay-1, and
foy-Z support.

Enhanced Got secure, 2ll-in-one t2am collaboration from Webex,

maaseaing lnthe  Wobek bs 2n app for continuess teamwark, Move wark

Wishex Aon farward In secure work spacos where everyona can
sont bute anytime with messaging, fie sharing. white
bearding, video mestings, ealfig, and maoro,

Webex Wabax A E imerasis with you to help with nate
1oking, action itoms, raminders, closed captioring, and
mars, &l controlled by valce command,

Bolling/QRA Slido ls an sudiencs engagomart platfanm with
(stide) poiling T8 ay new Integ: with
Wabses,

Glaud device

The cloud device fegisiration provides the abilly 1o
regiatration

register Clsco video devices purchasod upfront os well
a4 Hardware a5 0 Sorvica to the Webex cioud, with no
need far an-premises nivasiuelure.

Claco Clsca TeleProsence”™ Management Sulte provides
cantrel, ana schedull
fulte of and madia
sorvices nfrastructure and end peints, It includes @ oeag
software kconsa, 2590 syatem management licenses, and
AP Integration lloonses,

Integrate your existing IT aasets with Webex 1o provide a
single, Integrated experience, Hybrld Senices ingludn
Zall Servics, Calondar Service, Dwectory Sorvico, Vidoo

Survices

@ 2031 Claca artiar s alflssan. Al dghin rms mun.

EA KU
X x
X x
x X
X x
x x
x x
x

x x
X x

Poagre 5 0 21

nchuded leatro  Bonnfil

wirg model o

EA

Wahax Edae Wembmx Eddge Audio s sultable for customers that have a

Audia clowd meetlngs solition cousled with an on-pramises
calling solutlan, I provides an on-net path [Val) for
partcipants 1o Joln meetings from their exdsting P
phanes with no change In behawor ef rainlng reauirea,
Edge Awdle sugports 2l Ciseo Uniffed Communications.
solutigrs, orevding hluh-quelty But o [widaband codec)
and cost asvings by bypassing PSTN,

x x

Table 3 shows the add-on foatures by buying moedal that are available for ourchasa,

Table 3. Adg-on festures Buying model walkability

Webex Salte Tre Wetimx Suitn can be purc hased unoes Flex
3.0 10 bring 1he full power of the Wabex platform
with Cloud Callng, Meetings, Meszaging, Poliing
ond Eventa to your organizstion's users, Webeox
Sulte 15 a clowd onky optlon,

Far mare infarmation an Wabex Sulte, pleass
visit the Yabax Suite O:dening Gulde,

Wabax Messaging 1 T8
file storage G of fil= storace per knowlsdoe warkar in the
stancsd olfer, Extra storage |s purchased in
unitary Increments,

Choud device The cloud device reglstration provides ine abllity
10 registet Cisco video devices purchased
upfront &5 wall a3 Hardware a5 a Service to the
Wisbex cloud, with no need for an-premises
Infrastructure,

TelePressncs Room and " B
enable call control for roem=-based Immersive
ang multipurcose Clce TeleProsence system
andpoints,

Clsco Teiefrasence
Boom®

Beal-time Real-tima
abdity tz fransiate Englsh in aver 100+ languages

natlvely within Welmes,

1o remately join a Webex meeting thraugh their
susgoned RenlWaar Headset.”

Additional Webex Meetings Network-Based
Begording Storage (NBB]  Recorging (NBR) storage & avallsble in 500-G8
and in 100-G8 Inerempats, This is Incremenial to
the included 1 GB per-usar NBR storage antltied
with EA and NU. And 5 G3 per=fct e ser NER
starage antifled with ALL

192047 Gaca anafar (1 af iates, Al pohis sesarisd,

Buiving

En

x X

Gialn acditicnal file storage hayend the poaled 20 X x

Incided x

for Webex Meetings is the X x

Expert an Demand provides the aclity for axpers X x

X x

ncluded

Paga Tef 21

Includad teature Beneln

Mesn, and Duta Socurity Service,

3021 Elezo anaiod s o Miidioe, AF rights resarasd,

netdnl v silabin

Pasn ol 29

Buying ol deailabbke

FA

NU

Isishealth Meeting Host Teiehaalth meetings and access Elsctronic X *x —_—
oot Medical Records (EMR) whik leveraging Epic's
?Pls. .Nva»hoh in 2 varietius: Standard and
nharged,
mmmmammm m|w'aw«r'eh;¢ - Cor d Auetia) i

Sinco Webey Ezen knawlecge worker has unlimited access 10
Lanfstencing Audlo alobal tell esli-in plus bridge country callosck
Laridge Countey Sallback  seorvices, Local 1oll call-in numsaris) sra prowidag
Audia)' figr panicipants to join a Webex menating, Bridgs
Country Callback Audo sllows participants In the
Ifidgge countny to joln & Webex meeting by
having the meeting eall tham at the numoa? ey
speciy onca thoy'va jeinaa swver tho wan, Bridge
Country Callback Audio = avallstie arly 1o
participants | e=rtain counirins, Refer o |hu
“Impartant Information negam]ng Audo
Servoes® section of the
Lar a list of couered

countries.
Glaco Webax Each knowladge worker has unlimitad access te
Cenferencing Audls alonal w3l coll-in phes Bridge country callback

(Bridas Country Callback  and bridge courtry toll free sanvicos, Leca | il
+ Toli-Fres Augip) foc the  call-in number]s) aro provided for garticipants to
Ien a Webex mesting. Bridge Coumtry Caloack
Audlo allews particlpants In the bridge counry to
Join a Webex mesting by naving tha meating call
tham at the AumBer they spacdy ance theyve
Jorod awer the web. Bridge Country Toll Free
Audlic provides pacticlpants toll frae eali-In
numbses 1o join the Veoes meeting. Bridge
Country Gallback + Tal Free Audic is wnllmle
anly to partizipants (o the United States and
Canacla, Refer to the "Imgonant Infarmation
Angarcing Audlo Services® section of the Clsgn
for a list of
covorad courtrles,

Each knowlesge warker fas unlimited access to
alebal loll call-in plus clobal callback. Local toil
zall-in numbers are providad for participants
loinirg o Webex meeting, Global Callback Audig
allaws participants in covered ountries to Jain a
Wobex meeting by having the mesting call them
ot the nurnber they specily once they ve joineg
ower the web, Refer to
Gilering data sheet (Table 3) for a ¥s1 of covared
Countties,

#2031 Saco andfor s sl e Al fgses resarvaa,
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Baiying o wanlinkyle:

En L1V
Webex Audlo The following Webex Audio services are x x x
per minutel @valiaple for purchase on & par-minute basis:

= Brdge country 1al-frie call-in” Teli-fres call-in
nuroers) bre provided Jor porlcipents (n the Sridge
county ta Jan a Wesek meeting,

= Bridge country callback:™ Alows particigants In tha
Lrdge country 13 Jain 2 Wabax moeting by having
trie meedlng call them at ee numibar they spesify
once Mey've [olred over the wab,

= Glatssl tol-free chll-n: Tol-free call-in rumbers as
provided for pariciants in covered countras 1o jain
& Wesex maating. Rafir 1o the Wabes Audio dita
ahiot for o Lst of couprud countras

= Global gremium tok aeh-irc Local toll call-n
numBers ane prowded far paticl pents in oovared
colintries to join 2 Webos mocting. Refor ta the
Wehox Audin data sheat for & st of coversd
cauntnes.

= Giobal caliback: Allyws gartepants n covened
‘eduntnen 1a join a Webex mecting oy fowng The
mesting call them o1 the numBer thoy snocify onoe
they've jained over the wab. Refar to the Siace
‘Webes Autio datn shoot for 2 1st of Covired
countnes,

“Par=minute bridge country audio services ane
avaliabie anly to participants in certain countries,
Refer 1o the “Impartant infarmatian Regarding
Audia Servicea® section of the Siacs Webes
duglie Ollanng cata shees far mefe detalls,

Esch of these sorvices can be Wcluded in of
excluded fram the arder and subseguent site
provisioning. All Inckded senices will be made
availabic 1o all site knowledge warkess by
default, and enowledge worker=level
antilements can be selactively modifiod wsing
sha administration tools.

ou will bo required to choose one of the
following oilling medets with your order:

Uneamm tted Lilling = Invoiced mosthly In

— @rmears, basod on actual usage cver the oiling
nariod, Per-use fees aro subject to change. The
subseriber will be charged at the applicable rate
in effect at the tima the service i used,

Com rritted Billing = Imvaiced monshly In advance
tor the duration ¢f the audie service subscriotion
12, based on a monthly committed doflar
armaunt (minimym of 3226 per month), Usage In
oxcoss of committed amounts s mwclced
manthly in arrears at the discounted rate,

ritted amounts that are not used by the
sulbscriber guring the meonth may not be carmed
forward Inta the next manth,

3 2027 Clsco antddar 1y w/¥llainn, AT rights mesaned. Puge et 21

Benefiy Baaynrg mie

EA

Wabex Edos Connect Webex Edge Gonnect Is sutable for customars X X x
who hawe a clodd meetings solutien couplad with
an on-premises calling sohiticn, [ provides a
dedicated, maneged, Quality-or-Serviee (GaS)-
arabled [P dnk from fhe customer's premnl ses o
the Webex Cloud thiough direct peering, leading
o better and faster Webex meetings oowered by
the Cisco Webex Backbone. The direct
comecticn providos enhanced meetng euality
Wit Conmstont AETWark performance ans added
securty. It ks reeammenced tht customers that
deploy Webes Edge Audic purchase Wobex
Edige Conrect 16 expericnce prombm meeting
quislity and significart cout savings by combining
aligo and Internel bandwidih,

Webex Calling features and benefits

When you choose Cisco Collaboration Flex Pian Caling, you receive entitlements te a bundle of calling features,
Figure 1 highlights the device suppon for the Namea Usaer buying madel, Table 4 descrbes the included
features and the avallability of each feature 10 users with the EA ano NU buying model, 55 well a3 the avaliability
of each feature 12 users with a cloud, on=pi Ises, ar partner=n d it model, Table § describes the
ada-en features that can be purchased an 1ap of your subseription and the availability of sach acd-on feature
based on the deslgnated buying model as well as the avallability of each feawre 1o users with a cloud, on-
promisas, or parner-hosted depleyment madel, Table & highlights the Named Llser value tiers,

o= Enhanced / Prof |

™ 2 e, M@ &

O X Bems. Sshohene

AU00 Sened OO0 Genan BO0Q Hermy IO Garey®
Acowss [ Enhenced | Projossonal

€ &£ § § & =

i ot

Lobases wth UCM, UCMAC M1 ICE el et vl Vhmsms, Ciling

Figura 1
MNamed User device suppont
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Tablea. Inchided features, buying modg|, and dealoyment meded avaliabiliey

Lt alling Wenex Calling |s the latest Cloud Caliing X X X
offering thal dolvars proven enterpilse-
elaas Cisco hosted calling functlanality,

Wabex Cakiing for 5P is a cloud callng otar
targeting servica providers that delivers a
proven entorprise-class eloud PEX.

Beth Webex Call ng and Webex Calling fer
SP provide an enterpnae kense dalvering
a full-featured, robust alfor targeted 1o an
erganization's knowledge workers, it
Incadas unified communieations MWebex
Calling) and maollity {deskiap and mobile
clients with support for multiple deviees|,

Wik Calling [formesdy Cisee Spark Call]
Inekicdes a cloud-based phone systerm and
the ability 1o connect ather Clsco call
control capaliltes and services through
Wobe Fyorid Services, B encompassos ol
the devices 1o make calls,

Cleco Calling Plan The Gisca Calling Plan (s & rew clier that X X X
pravides Clsco public switched telephone
necwork [PSTN] connectivity to Wabex
Caling customers, Partnors can now order
autbound calling plans for thel customers.
directly from Slsco on Clste Commerce
Workplace (COW), Partners ond customers
can also order autbound calling plans and
tetephane numbers directly from Cisco on
Webex Control Hub, Clseo Callng Pians are
managed nathvaly from Wenex Cantra! kub
and are billpd from Cisco {ihwough
panners).

With Cmco Calling Plans, partners and
customars can benefil from a single vender
for cloud alling services and support, and
cantalized trlals and provlsioning,

10 2001 Clsta wlior (s lllatos, A+l fesnrnd, Pug= 11 ol 21

Benall| Buying moadol e plerpma 0t emarbiel aviilabie
EA N Cloud  On- Parther
premines ponted
Glsco Unifled Ciste Uniflod Communications Manager X X X
Communications [LEM) Cloud delivers proven enterpn ses

Manager Cloud (UCM  grade unifiod communications and

Cloutd) Calling collaboration 45 o service, with the features
ane benatlts of Clsco [P phanes, mobile
dovices, and deskiop cllents, deivered
frarm tho Cisco Webox cloud,

Cizco UCM Cloud offers voloe, video,
messagltg, orosence, Smergeney, matility,
team collaboratioh, and seft cllent solutions
enabied by Ciuco Unified Communications
Manager, Cisco Unity” Connection, Claco
Emergeney Responder 311, Cisce
Ezpressway, and Cisco Jabber” bundied
Ina 3 eloud consy mption medel,

Eoheocod messaging  Secure, sli=in=cne tean collaboration fram X X x x X
InClaco Webes Apn  Webes, Webex ts an app for continuods
toaTvaork. Move work forward | secure
whare s ean
anytime with messaging, e sharing, white
boarding, video meatings, caling, and

more,
Clowd device The cloud deyice reqlstration provides the X x x X
registratien ability to reglstar Cisco video devices

purchased uplon! as well s Hardware as
a Service to the Webex cloud, with no need
far on-premises Infrastructure,

TalaPresence Roam'  TelePresence Room and : X x X x
Faom enable call mwl%rm room-hased
anmorsive and multipurpase Clses
TalaPresance system endooints,

Wabes Hubirld Integ rate your exlsting T assels with X x X X
Survicen Webox to proids a s ogbe, integrated

exporence, Webex Hybeld Services incude

Call Service, Calendar Servce, Directary

Sewvice, Video Mesh, and Data Secuslty

Service, These Senices are not mvalabie

for Weoex Calling for SP,

Clsco WUnifiod Ciszo Unified Cammunlcations Manager X X x X
Rommunications Frovicas an anterprice-clasa IP telaghony
Manngnr cali=procesaing system. b addition to

Traditionol telephony features, it orovides
advanced capabiiitios such as videa,

& 2001 Glaco anciios ils #ilates, Al #ights reseved, Page 126121



Included foature

Henelit wing modn Dreplawm

Cloud On-
premines

Clszo Expresi=waoy Sories works es part ol X x x x Es

Saries [Expresanay-G  the Cisco Lnifled Communications Manager

Claca. Unity

product family to provide access for
mabile, deskiop, and fxad cllerts, The

providi
flrevwvall rmw,—.ul and access sendces for
secire voloe, vites, instant measaging #nd
presenee, dirsctory, and viscal ol comsl
cartslae your ppterod se firewasd without the
need fora VPN, Itincludes,

= Has softwsre beense
= Exprossway-L lecnse
« Series featurs lcanss

= Deak phone and ream rogisiretion ieenses

Acceas your Gisco Unlty Cannection vaice X * X X
the

© 2027 Chon andor ks o' llEates. All ights resoned.

wiry You prefar—whather
fram an iP chone, a mabile phane, o weo

Ber, h amail cliant, or a dedkiop eliont
auch as Clseo Jabber,

Cisco Jabber” cllents; x X X x

G2 13 {safrphons, uigee,
* inelart mm‘\qmg presonce)

* Ciasn it ior Mac saftohons, ddea,
|nstarl messaging . preseate)

= Ciaco Jatber for Android (A0fiohane. video.
020 Teanag e

= Oiazo Jotber for 105 (sfinhone, vdes,
Inatant mennang)

» Caon Jables SDF (saltwara deveicprent kit
far waz)

« Clzes it - Magl
= Rlnga Jatnar Susm

Ciseo Emergency Responder anhances the X x X X X
suigting emergency 9=1+1 functionality
offarad by Clsco Unifled Communicotions
Managor. It haipa assure that Clsco Unified
Communications Managar wil md
emargency calls 1o the aporopriate Public
Saraty Answerltg Point (PIAP) far the
caller's location, and that the PSAD can
dermify the calier's ceation and retum the
call If neceseary. n agdition, the system
automatically trecks and upd stas.
2qu|pmnm moves and charges, Clsco

Sency oXpors
Location kfarmation (ALL €ata in forrmats
defired By the National Emergenoy Numier
Associatian (NENAL an Industry standards
bogy |n the United Statos, These data

Tormets mi ng nat Bo suftable far use autalde
the Unlted States and Canada; manual
mgdiflcation of v expertod fies may be

Pagn 100t 27

Tabla 5. Add-on features, buying madel, and madai for purch

Webex Suite

‘Webex Setup Assist

Clseo UCM Cloud
Dircct Connact (UCKM
Only)

19 2920 Sheco and/r i sl ates, Al ghts resarved,

Besefit

L

Dophyment model avallabie

A

The Webex Sufte can be purchased under Flex X x x
3.0 1@ Bring the full pawer of the Wehex

olattarm with Cloud Calling, Mestings,

Messaging and Evants 1o your organization’s

users, Webox Sulta ls a cloud only ootion,

Fer mate Infarmation on Waobox Sulte, please
vish the Webex Sute Qrdoring Quide.

Wabex Setus Asaist 4 a Cisco-providad x
rrigrafion @nd Implememnation servise

#xslstanca for partners 1o nclude on all cloud
calling copartusities. Thin is avaleble aa o
purehasakle optian for Wobax Caling and

s Cloud Calirg.

Clezo UCM Cloud Divect Connect s asstaf X x x
services tat allows CUstomers (0 oonrect

dlrect to the Cisco UCM Clodd In the Cisco

Wabox Cloud.

Wirtual Cannect (SD=WAN or VPN| enaties
CUSLOMErs 19 securely axlend el privas
natwark Wrtuzlly euer e ntamet ta the Cisco
UCM Cloud witheut the need to own and
suppart te remote infrastruciure and
dodicated circults,

The supsoried options are SO=VWAN (Merak|
or Viptela] or VPN, The customer is
responsible for the correspending premises
eaulpment and Cisco SD-WAN liesnses.

In both cases Clsco nosts, managas, and
Bosures redundsnt ustomer dedicated routess

router o S0-WAN uEdge| with Intermet
aceeas in the Clsco LCM Cloud data cortar
regian(s) whare servica |a requlred, The
Customer |4 respansinie for the corespoding
premizes equisment and Cisco SD=VWaN
licanses,

Fibar Connect enakies customars to securely
connect their private natwork via their pont-
to-paint fier eircuit directly to the Cizea UCM
Gloud,

Clsco provides the customer tha abifity to
accuroly terminate redurdant flber
cannections in 1he Ciseco UCM Cloud data
contar regien{s] where service |s required, The
customer Is reupnnmble for lhn fibar clreuit
and the

MPLE Cannect enables customors 16 securaly
comnect thelr private netwark via 1ol MPLS
conngctlon directy 1o the Cises LGM Cloud.

Cisco proviges the eusiomer the abiity i
securely torminate rodundant MPLS

Fagn 150l 21
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required,

Clsco Unifiad SRST provides cost-affoctive

Shace Unified
Sunvivalrie Ry S8IUEERs Tor supparting redurdant call
mmnmﬁllngﬂj eantrel |n remate branch offices and the

homes of teleworkers,

Cimco Lnillad Communications Manager
SME nolos oniarorises ereate a centraliee
wrchitociure to mare easlly and efficianty
manage and evalve theit retworks as
callaborarlon needs change. With SME,
enlernorses can:
= Simolity. Raduze camplexity by nagregeting
tnird=porty PEXs, and case migration o sn
A=l prvironman.
= Cxtend. Daploy collaboration sgplicatians at
thee retwork cora and @atend 1hem Lo usar,
miv=n those an hid-pany PEXs,

'With Pro Pack for Contral Huta,
adminstrators can previslan, manage, and
analyze the entire Websx exparience, Pro
Pack defivers additlenal levels of security
controls, cOMmP ance managemant, and
Busaness inalghts ta meet the rosds of
custgmers whao are looking for advanced
capabilites.

' ot pgplinabia for Webey Caling

2627 Gata andsar ita allieze. AL ohis resered,

Blaying model

Deghayimvant model auailalibe

EA NU : On: Partnor
pronisss  hosted

X X X X X
X X x
X X x X %
Poge 14 6f 21

Slage Unified
Anendant Consale
(UM Cloud only)

Clsco Unitied
Attendant Console
{CUAE)

connectiens in the Ciuco UCM Cloud dats
center reglon{s) where service is regulres, The
cuslomer (1 recpancisle for the MPLS eircul
and the premise

Ciano Unified Attendant Console (UAG) High

Buntio and
licenses are avallable as part of the
Collaboration Flex Plan, Clsco UAC Advanced
with UCM Cloud Is a igh avaliagliity
duployment to orotect your system from down
tima.

Clszo UAC Advanced ofters b power quaulng
analre that heins manage several calls from
many scurees, The rabust diectary can
hanele up to 100,000 contacts and

lza directy with Active ¥

Chice Unified Attonciant Console [SUAGTH
Standard and Advenced are avaligble o port
of the Collabaration Flex Plon. CUAC
Aevareet comes with optional high avaltablty
ta pratect your systam frem dow me,

CUAL Standard effers anhanced features such
a madarm user Intarface snd searchabie speed
dials, W includes busy lamp feld and Clsco
Jabber prosence,

CUAC Advaneed alters 2 powerful gueuing
engine that halps users manage several calls
from many seurces, The robust direstaty £an
handie up to 100,000 castacts ana
ayncheanize directhy with Active Clmciory,

MRA
rogistration capa
(UCH Glaud Only)

UCM Cloud
Enterprise Service
(UGM Cloud Only)

=113 device capacity fas

city secure mobile and remote access for mobile,

deakicp, and fixed cllerts, The capaclty
prevides advanced mutimedal firawall
Iraversal and access sandces for secure volce,
vldes, Instart messeging and presence,
dlru:tnr\-'. and visual velcamall autalde your
antrprisn frowall withaut the need far 2 VPN,

Clco UCM Cloud Enterprise Service (s o sal
of expert claud ifacycle services desianed to
accelerate (e reailzation of the velue of the
Cloud and provide an optimized oxporience by
providing extensive monitering ang
MENBgEmont $2nices.

Cizea Unlfied Communications Menager
Express (Lnifled CME) enables powertul
uriiflzd communieations for distributed
enterprise branch=office and retall
ANWIONNEITS,

As @ llcensod feature set of Clico 105* XE
Foftwaro, It s oasy to configure and can ba

182031 Slann wd/or G alfloes A rpvs aseev,

Baybing modeil

Beploymont model svailatile

NL Cloud  ©On Pannor
promises i

N
X X 4
X x X x
x X x
X X X
x x X x® x
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Buying model Deployment modnl svailable

LY NU c d On= Part
premines  hoal

o 16 the needs of an naividea | site, It s

rea:um-rlc.n 2nd can be comulned with other
sendces on the Cace router platforms to
peavida an all=in-ane branch-olfice solution
that saves vaable real estate,

CUBE has a wide range of capaniiities that x X x X x
may 9e used te socdre, meniior, and maintain

business-grifical connestions and lo enaure

compliance with incustry standards,

Callectively, CUBE features provico

exceptionsl lexliity when architecting highiy

auailable enterorise communications nazworks

that save maney and offor richor voice and

widoa collabaration experiences 1o users,

Elamen (CUBE)

Cisco SprechViow converts volee messages X X o x *®
1o text and delivers fe text version of the

voloo mossage to the user's emall inbox, The

onginal audlo verslen of eash vaics messags

remalns within Cleco Unity Connectlon and by

ovallanle to e user anywhare, anytime.

Standard s an Al-based sardse, without

numan Interven tion.

SpecchViow
Standard

Clseo Unities Communications Manager SME  Included X x X x
nelps emerpcises creste @ caniralized
architecture (0 more easily and am:lnnuv
manzga and avole thelr netw
collaboration naeds chirge. With WE
enterprises can
= Samplity. Recuce complesity by sagregatlng
{Nrd-pany PXs, and sars migration 19 an gll=I®
mwdrarrment,

= Extend, Deploy collebaration apphcations at the
retweark tare and exiend therm 1 wmers, even
hose an third-gany PEXS,

Communications
Manager Sasslen
Managament Edition
(5ME)

r mnectod UG A g0t of sorvices In Webex cloud that provide X x x
admin workflows with ennanced businoss and
= operatioral neghis 1o imareve admin
oroductiviny,

Faor customers who:

= Waould llke ta leverage bonafies of Wabax
clowud. bur desive to keep critical calling
108 on-premises

= Desiro & alngh glokal viaw to manoge on-
premises UL, along with any Webex cloud,
or tytarle sorvices thay elready uso

= Do officient, cloud based managed
sorvicas (delverad by DirInerJ for an on=
pramisas UCM caploym

22021 Clica s s alllbna, A2 bty s, Pags 17 0/ 31

Professional Enbanced Dreploymanis
Prem/HES  UCMC
Expressway Base Included Inchudeg M Awallabla Anailacie NiA
i way RMS Owtional Dinticnal Optional Avallabla for  Awallable for M
purchase purchase purchaso purehase purchase
Presses device Optignal Dgational Optianal Aallable for  Avalieble for Nia
reglstration purchase ourchase purchase purchase puUrchase
Cloud device Optianal Owtional Cptonal Avallabie for  Available for  Avallabie for
purchasa purcnase  purchase  pUrshane
Cloud Connectod U Optianal $0 Optional S0 Diptlonal $0 ;[Mallabte nia LY
on-
PFemsey
anly]
SpoechVlew -Std ™ Ogtional Ootional Daticnal Avillabie for  Avellable for Nfa
purchase purchazse purchasn purchaEse purchase
CUBE [phose 1) Inziudad e ludes NiA NiA NiA Avallabie for
{hooc l gate wiy ) purchase
Enterprise to MPP Optional 50 Optianat S0 Nfa LTES BiA Available

firmwara migration
* Entitierrent 2% % of Kill
4 Stana ddane A =0n

* Faature anly, na separste entllement

Table 7.  Pietorm cnd messeging g -ons

Webex messpaing Sacure, ali-in-one team collsboration fram Webes, VWebex |5 an apo far continuous loamwark,
=g Move werk fonuard in secure work speces whare sunryons can contr bute anytime with
messaging, file sharing, white boarding, video meetings, calilng, and more,

Cisco Jahbor option  Cisaa ._Iahbﬁln!uﬂ Fedsaging can be opted in addition 1o Wobox M, ey @t NG CoRt and at
equel license count as Webex Messaging, This is intunded Lo aid customer migration frem Jaboer

ta Ciaco Webex Apo.
‘Webex Messaging 1 Dot additional file storage In-acdition 1o tre pooled 24 GH of file siorage per know edge workes or
T e storage 0 GE of M clorpge per femed Usor In the stapdard offer, Purchased m untary ingremonts,
A Securdty The Extended Sacurity Pack bundle includos full-functienality Cisco Gloudlock” for data loss

o prevention and antl-mawere scanning for all iebex fles. This sdd-on provides collsborstion
adminlstrators agllity and the ablity to securely vepioy Wabax In thelr enterprises by addresslng
all infoSec concems in o dahtly Intograted solutlan without tha procurement and deploymant
hurdies of Buying mukigle produses.

Catenited Secur ity Pack reou res o curchise with Sailing andfor Mesqngs.

© 2024 Clto andlor ha 'lllowes. Al ights ressnvar, Mage 190t 21

Biiylng model Drgboymnnt o] s atbals

EA Part

Pl

Clowd On-

s

Aceess your Slseo Unity” Ceaneetlon velee X x X X x
Fres s s e vy wou prelar—whether (fam

Connect &n IR ghone, a mabile phone, 3 web browser,

o0 ol dinn or a desktop client such as

Cisco Jalber,

Unity Connection
with Speech

Speech Conncct is a specch-enabled
automated attendant that is Inchuded as part of
Cisca Unity Connectian, It Iet the customer
ume woiee commands (they say the name of
The persen 1hoy wanl o cal| instead of dieling
A nurmber.

Common Areaadd-  Gotadd=on licenses for comman=area phenes X x x x
on not associated with knawledge workers. A

common area (Places) phone option is alsg

avallazia for Wabex Calling. offering anaiog

phone type functionalty with a minima| set ef

addivional feature capoabilties,
Aceess add-on Add-on licenses for Access phone not X x x X
associaten with a knowledge workers,

Enterprise ta MPP Mg.rkhunalﬂ phone models frem X X x
firmware migration s firmware 10 MPP firmware, This
mnn |5 avaltabla cnly for Webax Calling.

Table 6. Named User value dere

Professional Enhanoed Deployments
Prem/HOS

SRET Inchiged Inciuded Iz luded Availnble Avallabile NiA
CER J00% Inshded Inzlsdad Avallntie Awollable NiA
Pro Pack Incluges Incluged NfA Awalanie  Awollable  Avallabla
Moblle Remote Included Incluged & Avallanle  Avellable  NJA
Access”
Webex Messaging  holudeo cluded WA HAwmilable for  Available for  Available for
(Managed)' P purch
Unity Connectlon heluded Cptional Optional Auvmioble for  Avpiisblz for  NJA
{Enhanced) ® purchase pure hase purchase purchase

SpeechConnect . heluded Weluded with Incuded with Avai abie Avaiiable N/A

Unity Connection  Unity Connection

Session Manager Optionsl Catlonal Cptional Avallable for  Avallsble NiA
purchase je]
192021 €250 anmdor (5 amiats. AL FgTis resarg. Page 180121

Technical support and customer success services

Cisco offers support services cowering the areas of problem suceess and o, and

| SUpPe in three service tiers: Basle, Enhanced, and Premium. Basic support is
Included at no additonal eost for the duration of your subser) Far mora | lon about the
technical support sendces, contact vour partrer or Clsco sales agert,

On-premises licensing and software delivery

On=-premises lcanses are deli 10 you via your Smart Account, The parmer is responsible for entering your
Srart Accadnt Information a1 the fime yaur arder |3 placed,

The on=premises software and |icense Product Authonzation Keys (PAKs) are avallable tirough the [Inks
provided Inthe eDebvery emall that will be sent to the emall pddress(es] provided an the arder. Instructions will
e Included on how 1o register the PAKs and install the license. bin Tl

Ordering information

To ploce an order, centact your certified Cisca partnar or Cisco sales agent, If you need halp finding a partnar
in your area, use the ='a|1n_gL_g;;jg_,m Your partner or Clsce sales agent can also assist with any
10 your i after your initial ardar is placed.

Entry-level Webex service

If you elect not 1o rencw your subssaption, your Webex aceount will be converted to on entry-level cioud
service, The free cloud service has fewer features and differing usage limiis than the pald cloud service. Cisco
may at any time change thase features and mis at our discretion and without notice, Clsco may also
deactivate or delete yaur free account and any related data If you exceed the 5-GE storage Himit per user,

Cisco environmental sustainability

In'nrmahon about Cisco's anviranmental ity policies and initiatives for cur I

and ar supply chal.n isp in the “Ervi * section of
Clsco's Corporate Soclal Respons(oiliy (CSR) Repart,
Reforence links 1o informaticn about key ervi topics in the "E

Sustainabity” section of the CSR Repont) are pravided in the foll owing table:

Information on product material content laws and regulations. Mlaselaly
waste | rd P v 5, and WEEE
Clsco makas the data availaole for ir 1} aniy. It may not reflact the mest current

legal gevelopmants, and Cisco does not represent, warant, or tea that ft is of Up ta
dare_ This information |5 subject 1o change witnout noftice,
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Cisco Capital
Flexible paymant solutions to help you achieve your obijectives

Cisco Caplial® financing makes it easier to get tha right tecnnology 1o achiave your abjsctives, anable
business transfarmation, and help you stay competitive, We can help you reduce total cost of ownership,
conserve capital, and accelerate growth, In more than 100 countries, our flexible payrmant sclutions can help
you acauing hardware, software, services, and v third=party pment in ensy, prodictable
payments, Laam mors,

Appendix
Caollabaration Flox Plan 3.0 Ordering Guide
For Information on how to order, see our Elx Plan 3.0 Orduing Gulde.
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CHAPTER 1

Network Deployments in Cisco ISE

?lﬂ

The documentition set for this proadues deives 1o we Blas-ree luneusge. For purposes ol this documentoion
st biasefree in defined as linguage mm dogs e imply discrimination bosed on age, dmbmlv. perider, Faciu|
idenitity, eihnic ientity, sexial on stiugs, unek fans muy be
present in the docunentatien due to brgouge that o hardooded i the wser inlcefaces of the pnsduu sullware,
lanzuipe issecd hascd on RFP docuimseninlion, o Lingioze that is used by a referereed third-porty product.

= Ciseo ISE Network Archilzetuse, on page |

= Cisgo 1SE Deploymen: Terminology, on pape 2

= Made Types and Mersonas (n DHaribued Deploymenis, on page 2

= Stundalone und Dissributed 1SE Deployments, an page 1

= Duamribined Deploymem Scenanos. on page 4

Seninl]l Metwaork Deployments, on poge 4

= Modium-Sired Nevwark Deployments, on page &

= Laege Neswork Deployments, oo puge 7

= Masimnan Supponed Sevaiuns for esch Deploymen Model, on page 9

= Deplayment §lee and Sealing Recommendunions for SNS 150073600 Series Appliances, on page ||

» Swiigh and Wirgleas LAN Controller Conliyuration Required lo Support Cisco [SE Functions, on page
]

Cisco ISE Network Architecture
Cliser [SE urchi ereludes the % ing
* Nodes und persond types

* Ceo ISE node—A Cisew ISE tode cin assume any o ll of the followin g persanas: Adm inistrtion,
Puliey Service, Moniioring, of peGeid

= Netwark resourses

» Endpomis

r d i, Releatw 31 .-

W conents

List of Post-Installetion Tasks 33

CHAPTER 7 Common System Malntenance Taals 95

Hond Liternet Interfisces for High Availability 95

Suppuried Platforms 06

Chutddalines for Bonding Ethcenet Tnferfaces 95

Conligure NIC Bonding 97

Nerily MIC Bonding Configuraticn 99

Remove NIC Bonding 99
Meset o Lost, Forgotten. of Compromiscd Possword Using the DVD 100
lenct 0 Dhanbled Paswward Dhue to Admimistraior Lockea: 301
Retim Mmerial Authorowtion 301
Chunge the I* Address af 1 Cisco ISI Applunce 902
Wiew [nuallanion and Upgride [lisosy 90

Irerfarm a Syitem Erse 103

EHARTER 8 Clagy ISE Poris Referemee 105

-

a0 ISE All Personn Nodes Poris 108
Cosco ISE Infrastrucire 106

Cmen ISE Administration Node Pocis 107
Chseo 1SE Miwilocing Node Poris 108
Cisea ISE Palicy Service Node Ports 101
Cisen ISE pui
DM and CRL Scrvie

Service Ports 115

Ciwce ISE Procewnes 116

Required Internet URLs 118
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The policy i o fhe puintat which L inf is e o the Pulicy
Servier personu. Fureximph xternal Inf il be u Ligh ht Direerory Accyss Prowcol {LOAF)
ittrabaite,

Cisco ISE Deployment Terminology

This guide uses the fallowing werms when di ing Ciaco ISE depl ol
Torm Definition
Service A dpesific feature that i persona provides such as

actwnork aecess, profiling, posture, secunty ou)
aceess, monitenng, and trauhieshaating,

| Nade A fereiv disal plyssteal orvirtinl Cines |SE oppliance

| Male Type Tlhe Ciseo 151 node com assame any of the following
personns: Admusiration, Poliey Service. Momitonng

Persona Dretermines the services provided by a nade, A Claoe
FSE nodie ean assurme any or all of the following

| persanas; , The menu optiens ot ore availoble

theouph the wdministrtive user inerface depend e

The pole and personas thel o node amsunes.

Raole Dietermines 17 node s 2 scudalene, peamary, or
sevoadary node and apglios only ro Adminisootion
amd Monitoring nodes,

Node Types and Personas in Distributed Deployments

AcCisen ISE nede can provide virious serviees hised on the persona that ( nssumes. Eachnede in o deplaymen:
i asairne 1he Administrtion, Policy Service, prlinid, and Monitonng personns. In o distribured deployment,
you can have the fallewing combination of nades on Your petwoth:

< Primaty and secondiry Admintration nodes for bizh avmlabiliny
= A pair ul Maomtoring tedes for amomizc failover
« Ome or moce Policy Service nodes for session liilover

+ Oine or mere paCinad nodes or pxdinid services

Administration Node

A Cigca [SE pode with the Admunisization persans 2llows you 1o perform all adminisrative operatives on
Cien 1SE [ handbes all syaremerelmad conﬁguuuom Wt are relaced 1o functionality such as authentication,

, and 1 10 & distribuled depl wou eah have i ol fwa nodes ruaning
e A fep persona, T‘hm pmunn can tuke on the standalone, primary, ar secondary
role,

[ Gven bisnidy ! Relense 11




| Metwork Depleymonts ia Cisce 5€

Policy Servica tieds [

Policy Service Node

A Ciseo ISE node with the Polizy Service perana provides selwork accors, postire, guest uccess, elion
provikianing, nnd profiling services. Thid persona eviluntes the policies wed makes all the decisions, You ean
luive more thin one nods assume this persena. Typically, iere would be more than one Policy, Servies hode
ina dissributed deployment, Al Policy Serviee nodes it reside in the same I ghespeod Local Ares Network
{1.AN] or pehind o load halencer can be grouped togetler 1o form s node growp, 10 ane of e nodes in o node
Lroup fails, the ather nodes dereet the tailore and resel any URL-redicocted ness ions,

At Jeast one nade 10 your dismbuted setup should asame the Policy Service petsone.

Monitoring Node

A Cisso 1SE node with the Mantoring persona functions os 1he log, collectar and slores leg messages (rom
all the Adminisizaiion and Policy Service nades in a netwark. This petsona provides advanced monitoring
und troubleshioodng seals that yau can use 1o elfecnvely manage a netwirk and resotrces, A node will this
persona apprepes md comelutes the duta that 1 eallects, nnd provides you silh meaning (] reparts, Cisco
ISE allows vou to huve o muximum of two nodes with this persani, ind they cur ke o prinary o secondary
rolen for hieh wvaitability. Bou the primary and seeandary Monitoning noades collect lag mewapges, In case
the primasy Motoring nede goes down, the secondary Monitoring node automatically becomes e primary
Monitanng node

At lenst one ode in yous dismbuted setup should wssume Use Meninsg peront, We recommend Ui vou
o ot b the Monitod Folicy Service 1 a bled o thi sate Clseo 155 aode, We reconntend
that the Monitaring node be ded ing for opmen per

d solely

pxGrid Node

You cun wse Clsco prGeid 1o share the comest-seasitive [nformution fem Clsew 1SE seusion directony with
uther pecwswk sysiems such as [SE Eeo syslem parther systens and ather Cico platforms. The prdinid
framewark can also be wsed 1o exchange poliey and configusation dot between nodes Ll shurimg taps and
policy abjects between Clseo 1SE and third party vendora: and for other iformation cxcharges, ©isco prGrid
alse allows trd party ay sems 10 nvoke adaprive retwork control actioms (EPS) o quaranimes users‘devices
L1 tesponse 0 8 network of security event. The TruatSee like tag deli vahue, and d

zan be passed (mm Cisco 1ISE via TrusSec lopic 1o other notworks. The endpoint peofiles with Fully Qualilicd
Normes (FQN«) can be passed [rom Clsca [SE (o oiber netwarks tirough a endpoutt profile meta tapie. Ciscn
pGarid alsa suppory buli download of g and endpoinl profiles.

Wou zit publish and subscribe 10 SXP bindings ((P-SGT mappmgs) through prdnd. Foe more information

about SXP biadings, see Source Group Tag Prowcol section in Clsce Lowsin Serives Snjne Aduinistrator
Crtiade

i u higheavarlabulity configuniion, Clsco prGrid servers replicare mfarmation between the sodes thioygh
the PAN, When the PAN gocs down, prGrid server stops hand | ing the client re pistration and subseription,
Yo nosid e mumwally promete the BAN fur the prGrid server 1o become aelive.

Standalone and Distributed ISE Deployments

A deployment it hay a single Ciseo ISE node is culled a statde e depiovment. This node runs fhe
Adnbisustratan, Policy Service, and Monitonng personas,

_Chuea oty Sorvises Engins sl
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A thie number of devices, network resources, users, ad AAA ¢ lenis incTeases in NOur nelwnk emvirommen,
wou shiould ehange yane deploymient confiaisitan from the hasic small medel and e mare of o aplivar
distribaed deployment model,

Split Deployments

Insplit Ciszo ISE deployments. you cantime s mainlain peinwy and secondany nodes es daderibed i a amall
Ciazn [SE deployment. However, the AAM load is sphil bevween the two Ciseo 1SE nodes 10 sptimize the
Add warkilow, Each Cisco ISE applionce {primary or secondary) needs to e able 1o hardle the full warkload
i there are any probilems with AAN conneetivity, Neither the priman node nor the secondary nodes handles
all AMA, requests during nasmal actwock aperations becaase tis warkbaad 18 distributed botween the twe
nedes,

The abilsty to split the load in this way directly reduces the siress on cach Ciaco ISE node i the system, 1o
additian, spliting the loud provides bater louding whnle the [unetonal sialus af the secondary node (4
muiied during (he course of narmal network oper fions.

Insplit Cinco ISE deploymenis, ench node cun pecfion s own spes e L such s network i

ur device adrinistadion. and still perfornm all the AAA functions in the cvens of 1 Laluie, 1 vou have mwa
Cisen [SE nodes than process wiahentieation requests and eollect neeounting dite from AAA clients, we
tecotumend that you sotup enz of the Civeo [5E hodes 10 uct us o log callectarn

En addition, the splin Cisco TSE deployment design provides an advamiage beeause 1 unllows (o growdic

Cleen Muticy Senvicas

Instulistion Guldn, Releass 3.1 .
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A deployment that his more thin woe Cisew 1SE nede (s called o dlariuiad deployincat. To suppon failaver
At fo improve performance, you can setup o deployment with multizle Ciseo JSH nedes in o distrituted
Tashion, In a Cikes 151 distributed deploy Ieniasi and itoring wotivities are ! and
processing s distributed seross the Policy Service odes. Depenting on vour perfommanie necds, you ean
seule your deployment. A Cisco ISE node van ussume any of the follewing personas: Administration, Policy
Servae, and Monitoring,

Distributed Deployment Scenarios

* Small Metwork Depleyments

* Medium-Sized Newwark Deploy

« Lurge Newwork Deployments

Small Network Deployments

B reediom-Siand Notwark Desloymants

The smallest Ciseo ISE deployment consiats of wo Cisce ISE nodas with one Ciseo 1SE node functioning s
whe primury appliunce in 2 small network,

The primary nede provides all the yrunistion, authenti wal palicy capabilities that wre peguined for
thies mgrwork model, and the seeondary Crsco ISE nade tunctions fn s backup role, The secondary nade s upgents
the primary nade und mainming s functoning netwerk whiteves cannectivity i last berween the primary

i wrdd netveark applinnees, nerwack resources, or RADIUS.

Contrulized authenticig tih ing (AAAY between clients and the prmury
Cisew ISE node are periurmed wsing the RADIUS protecol. Cisen ISE synchronizes or replicates all of the
coateni it resides o the primary Ciseo ISE nods with the secondury Cisco 1SE node. T, your secondary
rode in current wilh the stite o your prinsacy nude, In i small network deplay this type of confi i
radel allows you o conligure Bl your pelmary and sesondury notes on ull RADIUS clients by using this
type of depleyient ar & similar approsch,

i G, Ribeasa 31
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Medium-Sized Network Deployments

lo
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A mal] networks grow, you coa keep piee and manage netwaork growth by adding Ciseo 1SE nodos to creule
a med) lzed notwork. [n ized netwaork deploy ¥ e, b newe nodes for all Al
fumctions, and use the aniginal nedas (or conligurtion and bogging functions.

In @ medivm-sized network deplayment, you cannot enable the Poley Service persona on a node that runs
the Administration persern. Menitoring persona, or both, You roed dedicoted palicy service node(sh,

A the amount o oy traftie merenses in o network. you can choose to dedicate one or mee of the secondary
Cisgn [51 nodes for lop eollection in your nesworl:
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Figure 2 Mediam-Sized Motwo i Deplopmant
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Large Network Deployments

Centralized Logging

We reenmmend that you use centralized logiing for larpe Clsco ISE netwarks. To use conrulinad ngging,
oot rrus first see op = dedieated logging seever diat serves us o Monitoring persang (for manitong and
lagging) to handie the potentmlly high sysbor waffic thaa lange, busy network can generte,

Dheeause syslog messages aie gererated for outbound log T, any RFC 3 6d-compljant syslop applianze
ean serve as (e collector for outhaund loggpong traific, A dedicated locing server enables vou 1o ase the
reports amd aler fentures that wn: avalable i Ciseo 15K to support all the Cisco 1SE nedes,

You can alse consider aving the applnnces send Logs to bath o Montoring personi on the Clseo 15E ned
and n generic syslog server, Adding & genen syslog server provides o redundans backep if the Monitorng
persena on the Lis

Load Balancers

I [arpe ceniralized norworks, vou should use u load balancer, which simplifies the deployment af AAA clicnts,
Usinyg & laad bakancer requimes onky oosingle entry far the AAA servers, nd e lood balancer optinszes the
Toulisg of AAA feduests t the avilable servers,

However, huring only s aingle bod balancer introduces the potentiol for having o simgle pomt of fidlure, Ta
avoid this patential v, depboy teo o alaneem 10 ensure a measure of redundan ey and filover. This
OrmFZIEMION Feuites vou losel g Twe AAA server entries in eoch A4 & clieat, and his configumtion raming
conedatent Traughoit the nerwork,

S S——
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Considerations for Planning a Network with Several Remote Sites

= Wenly il o comtral or extermnl datahane s used, such os Microsoli Active Dircetory or Lighaweight
Darectory Aceeas Prefocel (LDAP} Each remote site diould huve o synchroe zed | stanee of e extemal
database that e avinlable for Cisca 1515 1o secass Tor aptimi vine AAA performanes,

* The locution of AAA clients s imporm. Yo should Tocate the Ciseo [SE nodes ag eloss g4 possible 10
the AAA clients 1o reduce necwork latency elTeetn ond the poteminl for [oss of aceess that (s cnsed by
WAN fuilures,

+ Clisen 151 his consale avecss far aome fanctions seh as bickup. Consider wsing a tomnnal as euch site,
which allovin for dincer, seeure console aecess thit bypasses network access 1o cach pde,

« LEamall, remote sites are i close proximity and ave relioble WAN connectivity to other sites, consider
oing 3 Civen |35 node s 2 bavkug for the Jocal site 10 provide redunduncy.

* Domain Name Sysem (DNS) shonld be properly configured an all Ciseo [SE nodes to ensire sopes fo
The externa] dutabases.

Maximum Supported Sessions for Each Deployment Model

moele].

The follawing rables lis the T | scuszons for ench dey
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Dispersed Network Deployments

Dispersed Civess [SE nevwork depluyanents ure most uselul for anganiznrions it have i moin compus with
regional, patonal, or stellite Locwions elsewieze. The muin campus is when: the peimiry network resides,
s connected to additenal LANS, mnges in size frontsmall e laeee, ind supports appliances and e in
different pederapdinc] repans and locatige,

Farpe temate sites enn have theie wn AAA infrastnicnare for optimal AAA performance, A eentrlized
rrarmgatent madel belps maintam o conaistent, synchron ced AAA policy, A centruleed configumtion model
1seh & primury Civen 151 node with secendary Clseo ISE nodes. We still reeomtisend it vou iise o separate
Manitaring personn on the Claco 15E node, bis sach remate toeatwn sliould setaln its own nigws network
Tequirements. -—

ity aevices Enine Irute futice Gbde. Felnase 11
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Tenfe 1 Mtaxtmn Spported Sessiows gy Qaploymear idadel

Deploymant Mode| Plattorm Muximum Sessions
Standulone {All personas on o single node) | 2615 L0000 —
1655 25,000 B
095 50,000 T
3505 20000
Basic 2-node deployment (redungdant) E b 10,0 |
3655 25,4
3p0s 50,04K]
3598 20, 0K
[vbrid-Distribused deployment (Admn | 3615 0s PAN and MAT 10, 40eK1
and MnT on same Paliey
Serviee on dedicated appliine) 367808 PAN and MaT 25000
3695 03 PAN and MaT 5,000
3595 25 PAN and MaT 200,000 |
Dedicuied (PAN, MoT, PG, and PSN 0% ag PAN umed MaT S
Y 3655 us PAN and MnT SO0,
3605 1w PANMAT 2 00, 0011
Tablo = Maxkonns Aeive Saxelons ar PEH
| Scaling por PSK Max Active Sessions
SNE3alS 10540
SN doss S0.0HA
SIS 2095 00, D
SIS 2598 0,008 |

! Dedicated Palicy nodes {Max sessivns gated by Toral Deployment sze)

“. Clagn Idenliy Sevi ! Relnass 11



| Metwerk Deploymants in Caco |SE

Deployment Size and Scaling Recommendations for SNS
3500/3600 Series Appliances

Tabte T haxk Szeling for Sectna Appil
Doglayment Model | Plstonm Max Number of Dedicated | Max RADIUS Sossiuns Por
PSNs | Deployment
Stundalone 1595 i 241,000
EiTH o 10,006
Jnss 0] 25,000
Jn9s [ 50,000
PAN anld MoT on | 3595 as PAN and MaT |6 200600
| wiere ek
Dedicuted PEN« 3615 as PAN und MnT 6 10000
3655 s PAN and MnT b 25,000
309 us PAN und MnT i SO0
Dedicated (BAN, [ 3594 s PAN and MnT 50 00,060
MuT. FXG, and
PN Nodes) 3055 as PAN and MaT S0 300,000
3495 as PAN and MaT 0 2.000.000

Switch and Wireless LAN Controller Configuration Required to
Support Cisco ISE Functions

Ta ersure that Cisco ISE can imemperate with netwark switclies and tyat fun
suceenaful acrnss the network segient, you st con (T pure vour nefwark ¢

——r Metwork Tine Protacol (NTP), RADIUS/AAA, 1T
other settings.

sons {Tom Ciseo ISE ane
5 il certalin reguired
*ROZ X, MAC Awhenvieotion Bypres (MAB), and

15K Community Resaniree
For information aoul setting up Claco [SE with WLC, see Cisco 15E with WL Sejup Video.

05 Exgine |nmalbafion Gulde, Avlease 3.1 ﬁ

Cisco Secured Network Server 3500/3600 Series
Appliances and Virtual Machine Requirements

* Hurdware and Virmual Applsnce Regquir
Tor Cince 15E on Viware Clay

n A M Web Services und Aruee ViMware Salution, on

* Virtual Mochine Appliunce Sise Recommondstions, on page 20
* Digk Spoce Roguirements, on page 22
= [k Spuce Guidelines. on page 23

Hardware and Virtual Appliance Requirements

C‘um Tdentity Servicea E:wm.fl\EJ ean be instulled ou Cisce SNS hardware of viriual appliances, To achieve

and sl be 10 the Ciseo 1SE hardware appliance, the virual moching should be
allocated avstem PesuECEL euive alcm 1o the Cisco SNS 3500 or 3600 series appllances. This seetion Lists the
hardware, software, and virtual machine requirsments required 1o lsiall Clseo ISE,

A

Note  Flarden vour vinuel environment and ensure thanall the secunty updaies are ug-lo-date, Clseo i3 no liutle
fur any securily ssues found fn hypervisors.

Cisco Secured Network Server 3500 and 3600 Series Appliances

Far Ciseo Secured Netwnrk Server {SNS) hatdwars :pptun:t ;qu:ﬂ ficiuions, ses "Table 1, Product
Specifieanons” in the Ciseo Secire Network Server Duln Sh

Far Ciscu SN 3500 series appliances, see Claco SNS-3500 @ Hurdwure Insallunion Gulde

For Cisco NS 1600 senes applisncos, see Cle -3600 Seres Applinnce Hordware Inuallinon Gusde.

Mot Cisco [SE 3.0 does not support Cisco SNE 3515 appliance, For information aboul e supporied hurduare
platformik for Cisco ISE 3.1, see Supporned |lardware,

Nanwar Depheyments in Claco BE |
B Svinchand Wirndes LAN R A F Fomtlons

d.'ﬁ abamloinhe i toast,

Clzoo Secured Narwark Sorear F0LI6H0 Sories Appll "l 1

W Wwnn Virtusd Machios Ruguimsients

VMware Virtual Machine Requirements
Ciwets ISE supports the (ollowinge VMware sereers and clicnts:
+ Whiware wersion |1 e foult) for BEX 6.
* Whdwure Version 13 (defuul) for ESXI T
Cuen 18E suppornts the cald ViMware vMation faaure (hat allaws oo 1o migrate virmal machine (V)

instances {runnimge any persana) beovesn boss. Forthe Vidwnane vMation featirs 1o be functional. the followdng
condiion must be mes:

» Clsco [SE must be shudewn and powered off; Ciseo [SE does aot allow 10 stap or pause the database
aperasions dunng vMetion. This might lead te data corrupnion [ssues, [lence, ersure hat Clsca ISE i3
Aol runsiag and active during the migraton

b

Note  Cisea ISE VM does nol support Hot vMetisn

Refer ta your Vidwary d ian for more | on VMotion requirements

B

Cowtion [ the Smitpsii foature (s enabled wo die WM, it might corrupt the VM configurmsion. [ this issue ossurs. you
might have o reimuge the VI wnd disaisle VM anapsho,

Kot Cisea ISE daes non support Waiware snapshots for backing up ISE data because o VMwnre atapslot saves
e sragus ol WM ata given pofnt in time Ina multi-nede Cisco 1SE deployment. date in all the nodes are
eontinuausly syrchironized vath current databane infarmanion, Restorng o snops hot might cotise datubase

L anil fon ises, We 4 that you use the backup functionality included in
Cuuo [SE for areluval and of duti. Liang Viwar [ bick up ISE data nesults in stopjng
Cisco [SE serviecs, A reboot is required t bring up the 1512 node.

Ciaco 151 ofler the following OVA tmplates thar you ean use tonstall and deploy Ciseo 1SE on virtual
mnelines (V)

* ISE-3 L sax-virisl -SNSI6 | $SNSI055-300.0v
= [SE-2 L0 sxxaviriimi-S NS 361 S8NSI655A00.0v
* ISE-3 L0 sex-virtual -5 NS A5 -SNSI 695 - 2k ova

The M0 Gis OVA templaies ane sutfieiens for Cisco ISE nedus that serve as dedicated Palwey Servies o
pririal nodis

Thae SR GIL vk 1.2 HIL]W\ |\mp|.~|u\uw¢ loel bo et the for 151 nodes
that run the / ar i pmmm Foradi 1 abour disk space requinzments,
e [k Spoce Requarnements, on page 22

Iy Suevic s al i, Rl 11




J G Socumd Biotwark Lore: EHYA0 Laviag Appiaites mil Viiua Mackise Ayl tmals
Vv Virtwsd Mnchine Fegirerwats I

I wou e 1o ealatobniss: the duk pize. CFLL o momeny allacation, pou e ma iy e lay S [SE aing
che xeurwband 50 image. Tewever, of @ Imposait that You eteune Qs minmum reuiremants and resontes

et v T i 7 e e, The QWA tompl abes simgfify 1SE vinud appliance deplu e
by awtomaticaily appbying the mitinm resowrees sequdred For coch plaforn.

Tadte £: 34 Templat Rernrusiions
!Wj\ Tempite Number of TPl Amxorvation {In Mamoryiln | Memery Kesaryetion (i
Trow jurus Inamizy 6B} G=)
Evalyatwn 4 < No rescrvutip, 16 Mo tosenaria
imall j 1t 1600 iz 12
Modior E 24,000 % 5
ll_ugc I 4 24005 i'zsﬁ 255
Wie strangly reeamumend that you tesena CPLE and memary resources L mareh thie reacuree allacation., Faltuee
[L.2-LELY TS Hy smpac) ISE aned stabulley,
Fat Illr;:lfnuum wherul the praduc speei jonns fisr Clece 595 oppl; wom ] i Nepa Mesneark a0
Lt hoad,

The [oHowlny toble Dss e Yidware viawal macline requivemtents.
Tt & Vetwarrs Wil Mirchler Ropiieatmata

] Tope ]..—
Cru * Evalaation
= Chock sperd: 200 Gz €1 Baster

 Mumber o CIFU vares; 3 10 goren

* Prodwetion
= Chock speed: 2.0 OH= or taaker
~ Munber of otes:
+ BN5 2600 Serip Applancer
= Small: L6
+ Medlium: 24
» Largu; 2l

Nae Fhe: b of cones in twiee of 1hat ptemnt in
iulvalat of the Cisco Sevurs M etwoek Scrver 300
Revter, die to Iperthrouding, For exumple. in come
of S || etk dep logrmenn, wou mmed sllocate 16
VOPUF votys 1 et the CPU spocitication of S5
J61 5, which hap 5 CPU Cores ar 16 Ty

1 s Al gt
L VM keymiremenns [
r |
: e |
NIC 1 NIC ilesace reuuirad [t o rare WICH ase pesommernded: s HITh are

i suppactedy. Clseo 158 supprins B1000 and YMXWETI ndapicrn,

L1 We recomanen tul vou selet) EI008 e enxite cotren adupler order
by defiml. TE pou chooss VROOYET 3, ymuntipht bave ke rentop il ESXE
uddagtlet 30 syecheoniee it widy die ISE sdopier eidar.

Vidware Viitual
Hardwuare
VepsionHyperdsar

§ ¥tiware Virtoaf Machine Hardwate Version |1 ot higher an ESX 6oz mnd 7.r,

Linux K¥M Reguirements

Fable ; Linue WV Vinkia] Mecting Reqelremoma

| Requirsmomt Typs Wi e R i rpmn i

it * Evuhntion

* Clock Speed: 2.0 GH: o Tasler

* Kumber of Corc: 4 CPL <ones

* Productan
= Clock Speedt: 20 GH o frier
+ Numder ol Corn:
- KN 3600 Berive Appliance:
= Smoll: 15
= Madian: 24
»Lampe: 24
Hotw The nuebet of cotes
iz wiez ofha) predenl
e oqu velenl of dhe

Linco Ferune Mew vk
Benver 3600 neries.
due o hypecthrending.
Far caample, i come

i ol Smull network

deplapnenl, you musl
| utloeate 16 vCPL)
cona o ted the £
apeeificnlion of N8
3615, which kna &
CTU Cowen o L&
|

Threods.

B Vilearn Uirtund Mrvation Apelamuicn

Li Hbwork Sares peTr—

* Evalbntlon: 160

- Broduction
= Stmall: 33 CH for SNS 1615
+ Madion: 96 Gt fur SNS 615
* Fauge: 356 Gl

Flard Ehishs

* Realpaten: 300 GR
+ Froductips
30 GB 10 24 TH o dink stesage |vizc depemds an deplopust sk,

Sue the recommenatied dhak spree five Vi in due following fens Do
i 1,

W ecommyend A ¥oar Y lioat acrvet uhe Hard disks wal & i agm
speed of 1600 &6,

HNaile Whan you crese die Yirtwal Madune for Coaco 158 me o sangle
irtual disk thar ieets the storsgy reuitement. By bw; mure
fhem ana viroal disk 16 mect the disk xpace e quirement, e

inaziller anay e, scoghize all the lak spoce,

S g nnd File Stern

The Swaruye syarem for the Ciree LEE vien| opplistes raquines u nunimusm writs
prerfomance of 50 MB perseeond and 2 tesd perforene ol 500 K1 frer accoad
Dieploy o satiage syatern 1hat medts these pertirmanas eriretls und is suppparted by
Wit merver, :

Cinea 151 proviis a number af methods o Yerify if Yudr St wakem s
them: mini i requirenients bitore, during, and ufTer Cisco 151 sistallatlan, See

itk Macine Rysi v 15 e thote
infermatlon.

We reoprmel the VMR il syabem bocaues it bs maer ekl coviver e
ather file gystens, transparts, wnd emedia wan bsp be deployed provi muet
the aliove regiremesits.

Diek Cutrroller

Faravitiua] or LS1 Legic Purallgl

Forbes p atil hadsmlancy, 2 cuching Raa lor iz .

Controller datlons mech os RAID LD falw Gowwn o 140 cen ollar Rigler uierall

»Tite imd redunduney than FALD 5, Bor exaraple. Additionally,

Irarbery-backed ller cazhe eun =igni; Ty improwe wrlie i

shis Updating the disk SC51 conteoiler of an (SE VM (o anarher tvpe 1n :
Wi Paravicheol may seoder it pol boatablc,

B vt fpimnnt

Ruppli ol Vi) Magt 1

Roquirsmew Type

RKanimum Begul tcmonts

*emaory

* Exaduntion: 16 {70

= 'meduction

~ Semall: 32 €3B or NS 3618
* Modist: 96 GB fur SNS 365,
- Large: %44 6B

 Hard Jinhe:

= Evalwation; 300 OB
*+ Production

300 GB 10 2ATH o dink Morage Isdzc depends
o0 deploymem™ and 1wky).

Scer 1he Fecommendod dish space e ¥ b 1n Lhe
Tndlowing link: I i

W reecom mend dhat e VI oSt Rerves e
Jroesl diskes oritl o Tinimar specd of 10,7100
RI*M.

Hote When e ereate the Vintal Michioe
o Dt TRE, vz wimgele virmau | iz
Hhut oneia the sfoeage requirement. i
¥00 uw Fweens Hoan ome vivesal disk
b et e disk s requirement,
tlie irtatolles Ty mot natugning afl the
disk Apnve,

K%, Disk Device

Diiak bus - virthy, sucie st - nane. 10 hoge -
oatite

Ue proallocatyd HAW sorage Titnal

NiT 1 RIC iofadiuse Teguired (e of naore NECE are
lod, win NIC% are 1. Ciseo 1512
meppotty Vil ddrivars. Wi nocomamend Virtl
Urvera far beflct porocmande,
Elypervisv

l“ ml...F!!.H-!'yi?er-i.minniw.!w“ﬁ!! Som by

! |
KM o GEMU 2.12.0-08 J




| Gisce Sacured i Aogli Wirtunl

Miorenak HyparV Regairenssss [

Microsoft Hyper-V Requirements

Table 7 Mt V Wirtaad Bachlue e

Requiremant Minimum Requirements
o

P = Evaluntion

= Clock speed: 2.0 GHz or faster

* Mumiber ol cores 4 CPL cares

= Production
= Clock speed: 2.0 GHz or foster
= Number of Corea:
+ SNS 3600 Serics Appliance:
« Smull: 16
= Medim: 24
* Large; 2

Nets The pnber of conas is twice of that presont in cauivalent
of the Cisvo Secure Nerwork Server 3600 series. due to
hyperheeading, For examiple. in cuse of Small nerwerk
deployment, you must allocure 16 vOPU o 10 mect the
CPL specification of M3 3615, which s § CPU Cores
or |6 Threads,

Memuony = Evaluation; 16 Gl

= Production
= Smwll 32 GB for SNS 1613
+ Medium: 96 GB far SNS 3855
« Large: 256 GR

Cinen ldantiey Servicas Enginn Instalistion Guidu, Rafessn 11 [ |

Tlie wirtyal machine { M appli ificationy should be
production environmenl.

with plisical applianees runin a

Keep the following gaidelines m mind when all reanurecs o the

» Failure 10 alloeaie the apesified resourses might result in perlonmanee degeatiation or service failure, We
highly recommend that you deploy dedicated VM reraurces nnd not share or oversubwerize resourees
across multiple guest VMs, Deplaying Cisco ISE virtun | applianees using the OVF templates ensires
thal adequate resouraes are assigned (o each VM. IFyou do not use OVF templates, then cnsure that you

= assipgn the equivalent resaurca reserviitions when vou manunlly mstal] Ciseo ISE using |le [50 image,

A

Nowe [ you chuwse to deploy Ciace ISE manully withour the recommengded
reservlions. you must sssurne he resporsibility 16 closely munites your
appliznee’s resouree wtilization o increese resources, soneeded, 1o epare proper
health and funcioning of the Clses ISE deplovimenl

Nate OV templates are ot applesble for Linue KUM, OVE semplates ans available
anby for Wadware virtal michines.

= I yuw gre using the OVA vemplates (or mstall ation, eheck the (ollowing settings afier the installntion s
complet:

* ExLeure 1At you aniin the resoures raserviit ons that are specificd in the W Muwre Vietwal Mo ine
Teequiremients. on page |4 section in the CPUMemory Reservation field (under the Virtosl
Hardware lab in 1be Edit Sertings window) (0 ensure proper healii and finctioning of the Ciaea
ISE deployment.

= Easure that the CPL usege 1o the CPU Limit ficld fundor the Virtusl Hardware b in the Edin
Seitings window) sset to Unlimited, Setting o limit for CPU wsuge (for example, setng the CPU
usige lamit s 12000 ME) will mopact the systen performarnce, 1 Timin hae been sen, vou must
alitdowm the WM clivat, remove the lim, und the restuet the VM glent,

* Ensure thit the memoery usage in the Memory Limic field (under the Vietual Dardware tub in the
Edit Settngs window) i vet 10 Unllmited. Seeting o limit for memeny wsape (1or example, serting
Ve imit s | 2000 MEB) will impact the system performumce.

* Lmsure tlie the Shares option is set as High i the Hurd Disk arca ender the Vieond Hardware
tabs In ihe Edit Setlngs window).

Admin and MnT nodes rely heavily on disk usage. Using shusred disk storage YViware envinnment
gl ofteet the disk pecformance, You must inercase the nuniber of disk shares ullocated to o nede
10 incrense the perfarmance of the node

* Pohey Serviee nodes on VMG cun bo deployed wilh beas disk space than Admin sration or Mool
nodes. The muimum dl-k space fwi any producion Clses 15T node (s 200 GB, See Dk Space
Peequurements, on page 22 {07 details on the disk space required for vanoos Clsen [SE nodes and persanas,

= Vs can be configured with | o6 N1Cs. The recomumendation s 10 allow lar2 or more NICs, Adedit ong |
Liteviuces can be used 10 sUPPO vancus services such us profiling, wuest services, or RADIUS,

Sl i e

I Suppet foe S5c ISE wa ¥iwnrs Cloud on Amazon Wes Sarviess and Azute Vidwere Sziition

Requirement Minbmum Requirements

Type
|
| Fazdd disks = Evalustion: 300 GB
* Production
0GR 24 TR of disk storage (v depends on deployment and tasks|
Sae the recommended disk space Tor VMa i the fallowing link: D0 Space
Requareneris,
| W recommend that your VA bost seever use hard disks with 2 minimum speed of
B0 RPM.
IHnln Wihen you ereate the Virtun] Machawe for Cisco [SE, use a smgle vistual disk
thint reecty the sterage reguirement,  you wee mare than one virtual disk o
niect the disk apace requirement, dhe installer may not recognize all the disk
pace.
NIC NIC interface required (two or mone 1Cs are died; six NICk are supy i
Hyperviser Hyper-V (IMicrosod)

Support for Cisco ISE on VMware Cloud on Amazon Web
Services and Azure VMware Solution

The process of instilng Cisco ISE on Viware Claud i cxactly the same as tht of insialling Cises 1SE on
Whware virual machine,

= Ciseo IS0 virtual machine deplayed an Viwan: cloud m Ameson Wob Servies (AWS ) Cisco [SE can
be hosred on software-defined dati ceniter (SDDC) provided by ViMware Cloud on AWS, Ensure thi
APPTOpEIGe Secdriny grolp palicies are configured on ViMwore Clond {onder Verwuruln;nnd Security
= Seeurity > Gutewuy Flrewall Settings) 1o enahle abilify to on-p 3] | rog e
devicen and serviees

= Cliseo 1SE virual maching deployed on Azure YMware Solaton (AVE]: AVE runs Viiware workloads
natwvely om Microsodt Asure, where Cikes 1315 can be hosted is VM uware virual machine,

Virtual Machine Appliance Size Recommendations

Large WM s Muni loring nedes was intmduced in Cisca 1SE 24 Deploying a Monitriig persona un a large
WM impraves performance i lermis of foser fespanse i live by queries nnd coport completion,

S

Mota  This form foctor s vnilable only woa VAL i Release 24 and lates, ood requines a longe VM lsense,

[l Ssco buay Seruicas Englm Instulletfon Gulds, faloass 3

B bisk Space Reqaremanis

S

Note AN und CPU adjistmacnts on VM decsn's sequine re-image.,

Disk Space Requirements

The following tale lists the Clseo 151 dwsk-space allocation recommended for rnaing o virual machine in
a preduction deployment,

~

Note  Vou it change the firmware from BEOS to HFL i the boet mode of VM settings to boot GIT partition
with 2 TB or above

Tedir & Meeammondad Digk Space for Wetand Mac o

Clsco ISE Persona Minimam Disk | M) Disk |R ded Disk | Maximur Dish
Space far Spacs for Space for Space

Standalaae Cisew 155 MR GH Gl GB GO0GE I 24TE |24 TH

Distnbuted Cisen 15E, oo R b GB A00 GB 24TH

Addminasimtaen only

Distrbuted Cisco ISE Maatonng | 300 GR 600 GB HiGBWwIATE |24TB

wanly

Disinbuled Cisco ISEPolicy | 300 GB 100 GB | 300 GB 24TB

Service anly

Diinbuied Cives ISE, pxGed | 300 GB 00 GB 300 GB 24TB

anly

Diatributed Claco 1SE, IHGE B0 GB G400 GEt24TB |24 TB

Adminiseration wsd Monilering |

{and optionally, pxGrid)

Diswributed Clseo ISE, JoeGB KGR A GBW2ATE |24 TB

Admnasirition, Moniloning, md

Service tand sptionally,
palirid)

tlo

Adddivional disk spaee i reguived Lo stere Jocal debug logs, staging Qles, and o huadle loy doa duving upgrade,
when fhe Priviry Adimimisiration nods wmparanly becomes o Monitenng node,

“-M"""“EW_'E'E?_"_‘?E‘J!'!?_" ey




Apant s sl

| Cieen Seeured
Diak Space Guidelines [

Disk Space Guidelines

Keep e following wuidslines in mind when deciding the disk space for Clseo 1SE:
= Casen ISE must be inatallod on o single disk in vitual machine,

= Dhsk allocation vires based on logging resenvion requirements, On any nece that 1as the Monitonngs
personi cribled, 8 pereent of e WM disk space is allecmied for log siorge, A deplovinent with 25,000
endpoints penendes apprasimaiely | OF of logs per day.
For exampla, 17 yuu have a Monienng nede with 600-GE VM disk spice, 360 GI 1y allocated (o oy
storzge 101000 endpoints commect foihis netwsark cvery day, 8 emermtes apmeos imutely 4 GH of o
perday. In this eise, you cm store 76 days of lags in the Monearing node. alier which you mmst rnsder
the old datn to o reposdtory and purge [ from the Monitonng datab s,

Ferexira log storape, you can ineroase the VM disk space, Far every 100 GB of disk Apbee that you sdd, you
get 60 GB more Tor log sierage,

I vou increase due disk slme of your virtunl machine after initinl mstallation, then you muss pertonm a tresh
installution of Cisco ISE gn vour virual machine to property denset and wnlize the ull disk allocation,

The following mable lises the aumber of days thit RADHLE logs can by retmined ¢ vour Menitacing nod
aserd on the allocuied disk spave and the number of endpeints thut connees to vour netwark, 'The membert

are based on (e following Ten or mare nath per iy per endpoint with logging
suppression enuhled,
Taite 3 Mewitari Loy Gtarap for RADJUS
No. of Endpoints | 300 GB 0008 | 1023 GB 208 Gi‘
5,000 5| 150 507 §154
10,000 252 785 (] asm
25000 o1 g 5l 1031
50,00 b} 151 254 516
100, 4EK) 6 T4 129 54
150,000 17 51 5 172
200,000 13 38 BE 129
250,000 1 il 43 104
00,000 & (13 26 52

The folbowing tabie lists e number of days Mat TACACS- bogs ean be relained st vour Monkoring nede
based an the allocated disk space and the number of endpaings that conrect 10 vour network, Tlhe aumben:
are based oo the following assumptions: The serips runs agains all NAD, 4 sessions per day, and £ command
per szssion,

| = _ Clwes Iduminy Service - Qulde, f loase 3.1 q

CHAPTER 3

Install Cisco ISE

Install Cisco ISE Using CIMC

This sectan lists the high-level installation steps 1o belp vou guickly sl Clsew 15E;

Before you begin
* Ensure that yau have met the [Tardwore and Virual Appliince Requlrements as specified In this pusde

= {Bptional: required only ifyou are inswlling Cisce 1SE on virual machines | Enaure that you have ercated
the virtual machine correetly, Se the fllowing ogies for marg mfarmation:

« Coanf v 0 VMware Server, on

o Inwtal] Cisco ISE KM, on page 5§

= Croute 8 Clsco [SE Vimual Mazhine on HypersV, an puge S0

= (Optionul; required only il vou are (rialling Clsce 15T on SN5 hardware applinnees) Ersure that vou
setup the Civeo Integrated Maragemen Interfuce {CIMCT configuration uniling 10 sanage the appliance
and configure BIOS, See the fall Ji far more inf:

= For BX8 3500 scrics appliznees, see Clico SNE-1500 Senvs Appliance Hordware Isulaion Guide,

Aurdware [nath! | alion

+ For SNS-36N10 setics appl ianices, e Clico SNS- 0600 Series Appliine

Stop1 17 o are nstalling Cisco ISE on o
« Cisen BME applinree: Install the hardware applanee. Connect o CIME for scrver mnnagement.

= Vitlual Mischine: Easure that yous VM (s configured eorrect,

Step2 Gownload the Cives IS 150 fmage
gl Goto mp s cecosompodse, Yor mint already have vild Ciscocom lagin credentmals to pocess this link,

Ciace Mentity Services Enie brstallutios Gulds, Mbig_.\_._‘___q

B Ok Sraee Guldubines

Ciseo Securnd Ay 4 irual Maching [
Tatite 12t armitoring Mavte Lag Siore po—Retwniion Partad (9 Gare ter TAGACS
| No. of Endpuints 300 GE 600 GB 1024 G 2040 GB
102 12,583 31399 64,425 128,850
| 00 2517 7850 1285 287
1,008 1239 1173 B3 12,485
I 5,000 22| 738 1,289 2577
| 19,004 126 178 nas 1aso|
25,000 B 151 25K 16
30,000 R i 14 ask
75000 k3 51 6 Im2
100500 | 13 I 85 |20
Incroasing Disl Siza

17 vou find that concexs and visibility i slow, or you are cunsing out of rear Tor Jogs. vou need 1o allacale
mere disk spuse.

Ta plan for additional log storage. for every 11 GE of disk spuce that vou add, 60 GB Is avallable for lox
sortge,

Lo order for ISE v deree and urilize the new disk allocation. you e decegister the nods, updaie the VM
seiiings, and reinsall ISE, One way 1w da this s to fnstnl] ISE on s new Jger nede, and add fhat node w the
deplayaent as lugh ovailabiling. Atter the nodes have synchironieed, teke the pew VA e peistiany and
deregister the o ginal VL

[l Clece Iéeniity Sare ses Engise bratallation Gilide, Aeiesss 31 o

[ ot Cisen 15 Using CME

Install Eisen (52

b} Click Downalead Seftwars lor this Product,

The Cliseo ISE wiige comes with a S

svatuation liesnse mlreudy inslalled, 5o yuu can begin teating all Clscy

ISE services when the instollasion and initia] configuratien is complete

Swp 3 Hoot the applance or U virin! maching,

= Clseo SNS npplunee:

A
L3
[
d
@
8

Connect to CIMC and Log in using the CIMC eredentials,

Laumels the KV console,

Choose Vietial Media > Activite Vidioal Devices,

Chuose Viewal Mudia = Map CODVED and select the 1SE IS0 image erd clek Map Deviee.
Chepse Magres = Sae Mueros > CrebAb-Del to boot the applisnce with the [SE 150 [nmge.

Pruss I o bring op the boot mean, A sercen similar 1o the following one appears
Fipure & Bacd Davicn Seincrim

Nate 18 thie SNS appliances v plocod in o remate location (for example. data centersh, to which you da ot
fave any physical access and newd w perform CEMC sstall from remute servers. it m ight 1 L
haurs for inatallation We reeommiend it vou copy the 150 fle on o USE drive and use | s
remate lncation tospeed up the mstallition process,

= Virtual Machine:

[l Glsce Ve ity Sarvices Englee bastullation Gulde, Anease 31
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Slep k.
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Fom e St Progeom (B

o Wl the COYDVI o an |50 imape. A sereet aumilor 1o dhe ful
natallation meow are disploee.

une ag peans, Tha fatlwing mewsape and

e idraridy SRPULoBE EAQIAe [ASLALieT

T upElanat

of TELfial Cunaalel

v lderial ras
= (ReymomdsHoanttac

Ad the bt pramge, Paesk 1 sl Enter to inftall Cisc [SE oing o scrint consade.

1 you wang 1o use @ keybourd st tomiter, 15 1o otvew ke to reloct twe Ciaco BSE Ingtallation {Kevboord/¥oahery
aption, The following nwssipe Appears.

R L

Al the prompt, [ype setup to stan e Soup pregeam. 560 4
Broghum pumdicher,

Adber i enfor e peleoch coBligunnien patameters inthe Setup tiode, the pplintiee a0 lomntically rehoocs, and feluens
Lt = whel| promgd meoda.

kit frotm [he shell premp owde, Tha spplane: eumer i,

= [ar detnils nboul the Seiyn

Rum the Setup Program

This sietion deaoribes she £otup process f contipare the 151 s,

Tha semup program dounchs s intetactisi eammand-ine lirarEase (LYY that promprs vou for the Tequived

M addmi: van e the e oc 2 dumbs reminal 1o wonilgae the initiaf twork schtings
i provide the initial sdmimlstator credontiols foe die ISE sorver wing the setup program, Thiy seup proceas
i one-time config brarion k.

d

Nowo I ol ancinics rubing with Active Birectary (AD), i bt 10 use the 1 detdd st acldrewsens B o ded
Site eheobed specifleally far 1ISE, Consull with the sull in Your oopanization mapanible tar AL and cotripvy
the relvant 1P ustcl mebrut adilrerses for your [SE nodia priar to ol lutios and confipotatxm.

{ wmetdl S 152

s ik over drogren. [

: Promgt Deacriptian Examply

Mo be a valid IPwdor TP el miede, | 15,255,258
200 42424 [

SE-[21:1190022

Deayls swreray st b @ valid WPwetor Global Be 10.12.13.0 2001132054 Tuasd58: £
i sdtivess for tho defagl| galeway.
D5 domain aumr Canens be an IF address, Ynlid ekumple cow

characeers inelude ABCTH eharasiers.
any punse s, die heplen -1, o 1he
poried [}

Mua beo valid iy or Glakal EBvd | 100052055 2 200 L4 D S4Td; 458 L TH
oudtess for e primaly pume acrcs.

i Pelranry narma servar

Adi/Edit amether nake sarver Mt b o vailid (P or Ghohal [Pv6 | [Optiazal} Allows o to <onfl e
nddrens foetlie primury nome server. | muliple nwne serveps. To do s0.
cAIkeT ¥ b0 contimue.
Primary NTE sorvar Bue be o vilid [Ped ar GHabal 1IPve | chocknbssdioy ¢ 10152025 ¢
iddress-oe bastncit: of 2 Wotwerk Time: | 20 208 4455117
Protocot (KT sorvcr.
R Enwure that the prénury NTF
sezvar i renchubde.
AddEdiz anarher XTF server Bt be a valid NTF datwein. (Oplionaly Allown you w confiyura
melimple MTP sorvers, To de s, 2oy
1o coatinue,

el imn 5 |

B runos sowp Poyan

Step2

%

Mot Itis nod necominended 1o atermpt o111 i imtallation o Ciseo ISE os tis con Cead o gyahst i mLability. When
yous run e Cbaca 15E insenl lstion serig offine, the ing ¢rror i show:

Syoe writh NTF server falled’ [acerrect time cauld render the system unapabde wotil it in ce-instalicd.
Ratre? WIN Y|
Chogse Yeu o comigie with the instaliutian. Chowse Ko 10 1y syncmms with the NTP acrver

11 is recommsnded 1o esiallish oeiwers connectivity with hoth the NTP sorvet and The INS server while
TULing Lhe i ralbation scripl

T run Ui setup program;

Tiare: gt e oppli i 3% deni Far thee i

The Kaup prompt appears:

=1, mups CsaTop
Jec.ibosl Lcaline

L3 Ganilnusz Ena appilancc

A the lagin presopt, coter werqp and press Emiur.

The consale displays & 6ol oM paramelers. Yina rust avier the parameler values as deacribed o the Lablc thay foflows,

Hitn The 21t e riace o0 TRE Mkt be wisinsally conflgured withan IPva pddroax 1o wanl i add a Dremain Name
Berver oy an WP Server wiih un TPv addeoun.

Tapip 1: £ S3E Srs Frograve Pasamets

|EJ§'I|I]|°

"Muit non excoed 19 characiors. Yoiid | incbetn]
eharserers el wds alphomumerleg
{2y o, D00, and i hyphen -1,
Thee fit1 characer must be o love

Prompi Dwscriplicn

Hovtoame

Hal W rocaomriendd thes you use
bowercase lotars 1o ensute
thal centifteata
audransication In Cisto ISE
i non impacted by minse
detferances in
certificatedriven
werificatione. Yiou cofnol
s " lacalion” i anane
for w node.

1012050
25T ASR 120 18

{ethd) Efliecert intarface nddress | Mkt be & valid IPwd ar Glabal IPvG
addre for the Gignbit Bty n 20

teth ] Ingerfaca,

M

IouaR glzon S {

‘ Bt Vi Stup Preprons

!Duerlpmn Bxnmpie

UTE | defaull)

Premgt
Szt Thoc Zoae

Wt be & valid time et Fur
exdomple. Tor Pacifle Stonderd Time
(PET), the Syaem Time Zoae s
PETEPOT Lor Coordinated Universa|
Tirae (UTC) mimas K howre).

Maty Eraure that the syelam ime
oad fime zone malell with
Ihe TIME or FHlyperssar
I £2% Hinse amed Bame zone.
Syskem perfommanee might
be affecled if there is any
s helweot b dme
2aTHCH.

You ci run dlc show Fmsezonen
conimand fhoet the Ciace ISE CLY foc
aceupkeie Liat ol mapparted 1 sbacy

Mate Wi réc ominend thad you seo

all the Liseo [SE dodes 1o
the UTLC tme 2ane, This
N 2one pating ¢ uren
1 tlle tepirts, bops, and
posruee apeam log Qs om
ke wariois nkles in your
deploymueat wre alwiayn
synechronied with regard o
the mc wnmpn.

Iientifics the oo niatrakive AWM | bman {deauy
rsed Yor CLI seceas ta the € ikea T3E
ayatemt, 1 vau choosc miot bo g 1by
deTaul tEarlming. Fou mIUAL creahs 3 e
egrhzme, The ancruws: mst be thnoe
b eight chatacter in lenpth aod
wamgima of valll alphanomerse
wharserers (=i, a2 or 0-9),

Usernume

[dentifics 1be adminintrative passward | vylaeYPazs?
that is wied fr CLL avvess ro the Clseo |
LRE qvatem. Yot muoat create thiss !
prepanstd in wrdlor e gunllinue becasse
dliers in nuy detault pasaveond, The
paravrd st b o i b aix
chw relers in Jength wid inebude a ezl
one Lowereane e (i), dne
uppetoane ferler (A-Z1 and ohe

Nt ta] (0-9%,

Pasiwerd




| inatell Gescn 15E

Verity e batnlition Procass [l

Nota When vou ergate u passward for e administeacor during Dsiallation seofier s allation in e CL1 g non gse
the £ elaracter ns your peseword. unliss it m the Tast character ot the passwoard. I s the Gt of oac ol the
subscauent choraeters. the paasword s scoepred. bt conmnot be wsed e log it the CLI

17 you inadvertenily create such o posswoard, reset your possswind by lngging inis the congale and uaing the OLT
comimand. o by getting an ISE CD or 180 {ile. [natruetlons for using an 150 e to reser the pasawosd are
explained in the following docwoment higps: s clisen comve el supporndoct securii

adontity-sop e 300 ShE- TS ET i-1 Mech Tl

Alter the setup program is mun, the systerm reboots automati cally,

Mo, you can log m o Cises [SE weng (he usermame wnd possword that wos eonfizured during the wetp poces,

Verify the Installation Process

Stop 1
Swpl
Stap3

To venty thut you hirve eorreatly completed the installation process:

When the system rebonts, at (e Jogsn prompl enter the username you configared duiring seiup, and peess Enter,
Enter a new padsward,

Verify that the applicaton has been Insialled peoperly by entening the shw applieation command, ol press Enter
The consrle displays:

Lnofacming show ape
aRanss Deart
(£ Cimco 1den

Tity Taruices Gn

Note The version und dare inght change for different versions of this release

Check the stitis of the ISE processes by entering the show applicatlon stutus ive command, ond press Enter
The canaale dasplays:

Imelagming shaw appilization stasus ize

=TT ranereT n

running
Sk rurning
nppLiz rusnlne
Profiler batsbaz rann g
rurming
PV
ety
rurnisg
funning
ranning
runni
41 man e
Funmiag
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CHAPTER 4

Install Cisco ISE with Amazon Web Services

= Cisce IS on Ammeon Web Servioes. on page 13

* Prevequisites to Creute a Cisca ISE AWS [natance, on page 35
= Known Limtistion, on page 35

= Launch Cisco ISE Through AWS Marketpisee, on page 37

» L Cisco 1SE With Cloud Futemation Tarmplste , on page 19

* Post-Installation Roves wod Tasks, on page 41
= Compnribility Informution for Cleeo ISE an AWS, an page 41

Cisco ISE on Amazon Web Services

Ciseo ISE s now avalable Gom the cloud, enabiling you 0 scale vour Cisca ISE denloymenis quickly and
cusily 1o meel changing business aeeds. Crseo 1SE s evadable nd an nfmastructme as Code solulion, helping
wou torapidly deploy network accesses and control serviees anywhere. Exlend e Cisen SE policies m your
heme neewark to new remate deplayiments secare by through AWS,
You can wstall und lnunch Ciseo ISE i Amazon Web Services [AWS] tirough 1w methods:

= Launch Cineo [SE Throwgh AWS Marketpluce, on page 17

« Luuneh Cisco ISE With CloudFormation Templwe . ot page 34
Clowd Farmation Tarmplates (CFT) are AWS solurions th allow vou i cusily erene and imanage closd

deployiments. Extend your notwork mite the cload by erenting i Vinual Private Cloud in AW S, and conligure
avirunl private zateway 1o enahle b witlh yerr eancealon's retwork aver an [Psec Tunae|.

The followmg illustrmiion waonly en cxample, You can plocs common services ke CAL AD DNS, amd LDAP
en=premise o ih AWS, hased on the needs of vour snsineslion

T Clac e antity Sarek Installetion Guide, fislance 31 [

Inerall Cucn BE |

I ity the lnstol stinii Process

“. Ghasn daiity Sori

Engme instullnties Suide. Ralnese 1

Install Cimoo [SE with Amazon Wob Sorcices |

B Cisea 15E on Amasen Wl Services

Figurs 7 Exampje of & Damleymeat Conmeebed e AWE o
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T use CFTi in AWS, see AWS CloudFormation User Gulde,

The following tble contuns the details of the Cisco ISE instances that are currently avmlable, You st
purchase n Ciaco ISE VM Livense 1o une any of the fellowing instances. See Amzan EC2 O Demnd Pricing
For infarmation an EO2 mstuoee pricing for vour specifie requiremanis,

Taile 12 Eisea 1SE lnstunors

|C'm:n ISE Instange Py m
|Type Core

e Sxlurpe s -

mxlurpe 13 o

e5.Oxkinge 30 £

Configure Policy Admimisiration nodes (FAN) or Monitoring and Troubleshoating nodes {MAT neds] on ms
Clseo ISE instance wpes, Configurs Poliey Service andes (PAN) or Standalone nodes on o5 Cisco 19F insance
Lvpes,

Tubfa 17 Cisen 15F o8 lnsrawces

Cisce ISE nstance Perscna for I Endpoint Maxchirnum Endpoint

Type Instance Type Sessions Per Node: Sessions Par Node: All

Dedicated PSN |Persenas Enabled

ef Axlarze Diedieared PSN A1,(KH) 10,01

ef e Dedicated PEN 4 1H0, CHR P ] J
Tupie 14 Cispo ST m5 instances
' Bisco ISE Instance | Instance Typo I Maxi Active Sessions Per

Type Deployment

mE g | Dedicitted PAN or dedicated MaT pode | 560,000

[l Ciseo dantity Sordces Engine nstallssion Gulde, Bulease 2.1 >



| imstnli Cinen BE wilh Amaron W Sernces.
Prorequisiton ta Gesetn & Claco 15E AWS bwmnze [

Prerequisites to Create a Cisco ISE AWS Instance

= Yo must be Gomilior with AWS solutions ke EC2 instances and EBS volumes, and concepes like
Repgsons, Avatlability Zones, Sceusily Graups, VPCs, and ao on, See the AWS documenanion for
nfoemulion on these soludiogs.

You must also be fusdlar with muos g AWS serviee quoiss.,
* Virtual Private Cloud (VPC) Confipuration In AWS
When you configure your AWS VEC, choowe one al'the following:

= VIC With Public nad Privatc Subnets and Hardware VPN Access: This optws allows batl
anlme and o{lline feed updaies m Cisea ISE.
* VPC With » Private Subnet Only and Hardware VPN Access: This opuion allows beth oaline

nd offline fead updares i Clace ISE. You must cenfigurs an enterprise prosy in Claco ISE for
oaline fecd updates,

S

Note  You can alse ehpose 1o configure your VPC withaut usimg a VPN

Soe Wi s AWS
VPN necens.

s-Slie

seatonSile VENY and VPO with public and private subpcts and AWS Site

= Crenie sucurity groups. subnets, and key pairs in AWS befire you configure a Cisco ISE instance,

When vou create a securlty group foe Clseo ISE, vou must creane niles for all the ports wrd pratocels tor
the Cinco [SE services you want te use, See Cisco 1SE Porm Reterence, on pege 105,

* To canfigure an 1PvH cddiess for the network imterfuce. the subnet must have on [P C10I poo! atibled
in AWS,

= The 1P sabdreas that you cntes in the Mosagement Nework (e ld whon vou configure = Ciseo 15 instnce
st mot be n P address that s already added as o Network Interfage objeet in AWS,

= You can configire o stane L a5 Privore 1P in vour deployment. However, the satie 1P must be configural
with a DNS-resolvable hostmme,

Known Limitations

The following are the known imiblatons with using Ceeo [SE in AW'S:

= You can only uecess and wsie Uigco ISE on AWS [rons your enterprise imcanes through site-io-sie VPN
tuitrels,

. T_hl: publze cloud supports Layer 3 feuiures only. Cisen [SE nodes on AWS instances do not support
Cisco [SE lunetions thot depend on Layers | aond 2 enpabilitgs. For example, DHCP SPAN profiles
probes and CDP protocol finctions threugh the Cisen 1SE CLL are [unetions that are currently et
suppaned,

= NIC Bondimg, o ot supported,

- ~ Chaon lduntty Services Engine lnstallstion Gulds, Rebease 11 H

| Install Einca {56 wicy Amagan Wolk Sorvices
Laaneh Ciace ISE Through &9 Murkipiecs [l

Launch Cisco ISE Through AWS Marketplace

You can enly kel up standalone nodes thraugh the CFT conliguraiions. To create a Civea ISE deployment,
see Chaptes "Deployment™ in the Cvew [SE Admimirater Guiide tor your releuse,

You cannot add muluple DNS or NTP servees through e CFT. Aller vou ereate the Craco 1SE metunce, you
can add additioma] NS ar NTP sarvers throagh the Cisce 3B CLL You also connot conlipure [Pve DNS ar
NTP seivers thoough the CFT. Use the Cisco 1SE CLI io canfigure IPv servers,

Botare you begin
Creale s AWS the sceurity groups and munagement networks hat vou wish 1o include in your Cisco [SE
CFT eomflpuralion.
Step 1 Log m to the Amazon Maiagement Coasale ot ips oonsele avwe smaeon comy, and search for wug ¢
Subeseapk lans.
Step2 In the Muonage Subscriptions window tat is displayed, chick Discaver Products in the left menw,
Step 3 Enter cisen Tamnlity Seevicet Lealne i the search bar
Step & Click the peaduc! nume, and in the new windew displayed, click Contluue (v Subseribe.
Step 5 Click Contlnue 1o Configuration.
Step B 1 the Candfigure this siltware area, click Learn More and ¢lick Dewnlond Cloud b Template o downlosd

the Cisco [SE CFT o your local sysiem, You can use (his tomplate (o owomate the configuration of other Cisco 1SE
MSLIACES. B3 roguired,

You can absa chek View Templatein the Learn Marve dialog box (o view the CFT tie AWS Cloud Formation Des ianer,

Step 7 Clwooke e required values from the Software Versiun and AWS Region.
Step & Click Continue o Luunch,
Step 3 Chonse Luunch ClondFormation fron the Choose Action drop-dow list,

Sep il Click Launch,
Step 11 In the Crente Stack window, clicose Template Is Ready and Amseon 33 URL,
Stnp 12 Click Net,

Step 13 In the pew window, enter o vilue n the Stuck Name feld,

Stop 14 Enter the sequired detil

= Hastnane: This ficld only suppocts alphanumesic chameters and byphen (=), The length of e bosiname should
not cxceed 19 charecters,

w in the Following fields m the Parmm ters wrea:

* Instance Key Pair: To nccess the Cisco 1SE instanee via SSH, choase the PEM file thot vou creuted i AWS for
e userame “sdmin®, Crenta a PEM key puir in AWS new if you have not eonfigured on plrendy. For gxample,

BuL =L P eypaLe par Adeindnynes baaee L Corpu e | smAES N0SE , San

= Manigement Security Group: Cnoose e seeuniiy groop frem tne drop-dewn sn, You must creane the sceunty
o i AWS before configuring this €T

= Management Network: Cheose the subnet to be used far the Ciace [SE imterface. To enable IPvA addres s, you
sl sssogiate an 1Pve CIDR block with your VIC ond subnets, Create & Subnet in AWE now if wou have not
vonfigired one slnsdly

danity Servines Engine Inatallellan ulds, Ratossa 11

"

Insgall Cisze ISE with Amazes Wos Servieas |
. Knaw Umistians

= Phia) NI s supported with only twoe MICs—G abit Bthermnet 0 and Gigabit Eibemet | To coaflipwe o
secondary NIC in your Clseo ISE instance, you must fin éroste a Nerwork Interfaoe ebject in AWS,
and Then uitach this Metwark Interfisce abject o vour Ciseo 15E. After vou Instll and launch Cisco ISE
on AWS. tirough the Claea 1SE CLI manuaily conligure the 1P nédress of the Newwark Interface ahject
as the seeondary NIC

= Ciseo ISE upprade warkllow is notavilable in Clsco 1SE on AWS. Oinly [resh installs are supposisd
tlwough the CFTs. However, you con carry out Backup and Restore of cenfiguration data, Whan you
resiore the dato s a Ciseo ISE AWS inslance. the data s upgraded wo the Ciseo ISE Relense 3.1 version.

= S5[Feecess to Clseo ISE CLI aving pass |-based withenticalion s nat d 1 AWS. Youcan
anly sccess the Ceen [SE CLI through the key-pour penerated in AWS and s key-poir must be stored
socusely.

1€ you Jose the Prvie Key (or PEM) file, you will ned be able 10 sccess the Clsco [SE CLL

Any inte that usck a debivsdd auhenti method 1o peeess Cisco [SE CLL i not
spparted. For examiple, Cluoo DNA Center Releasen 2,1.2 and earier.

= You might receive an Insuificlent Virual Machine Resonroes nlimn when Ciseo 1SE fs nodle state,
Yo can ipnore s ulanm as the CPU frequeney is mainianed lower than the required baseline froquency
{2 GH Tor elfective power conseriiion

= When pou rim s znew Crvar e ey CLT cosnmand tireugh o Cisco 1SE instance banched through AWS,
e sdgeat fon the command dogs not display the Instance type of the Crco ISE on AWS in the ouipw.

= You ennun et contipgure oy [PvE server ps on NTP server when launching Clsca ISE through AWS,
= Serul Cunsole moaitoring s not sippeted,

= An inital administeator user pecount nume, "admin”, is generated by defwalt, This wser pceouns rame is
used for bath SSH and GUI neeess 10 Cipeo [SE atter the installation process is eomplete,

= You canaot restze sy EC2 instance,

* You anuot convert a Cisoo ISE Disk EBS Yolume a5 an AMI and then relaunch another EC2 instmnee
with this AML

= You canaat take an Amizon S snapshet of 0 Cisco 181 instanec and then ercate o rother EBS velume
with the siapshat,

= Yo wan nbegrite exlernal ienily sources thal ure located on-premise. Howeser, sines waffic i
hairpinned, Ciscw ISE performunce when oo-prem dentity sources ure used. is pol o par with Clsce ISE
performance when AWS-hosted idoutity sources or e Ciseo 15E interna] user dafiabuse uro used,

= The noploy types ane
200 milliseconds:

d, But you must ensure (hat imer-node lalencies are belaw

+ Hybrid deployments with ssne Cises 15E nodes on-promise ond some nadee in AWS.

i T wia VP pecring

= Amazon EC2 user datn seripis are not supporiad.

= I the Chwcer ISE CFT that you configure, you deline Volwne St in GB. Howsver, AWS crentes EBS
storupe walumes i Chibiby e (i}, Therelare, when you enter 686 as the Valume Sizz in the Clo [SE
CFT, AWS crentes 60GGIE (o 624,25 GBY of EBS volume,

“._C_{-_-_ ¥ Eng s fosialutiny e B

Wil Sisco ISE with Amazon Wob Services |
B ewch Cince ISE Through AWE Markabscs

= Munagement Privaty 1P Enter the 1Pvd sddress from the subnel ta) vou chose eurliee, [T this Teld is left blank,
dhe AW DUCP assigis an 1P address.

Sler the Ciaew BSE msiance is crealed, copy the private [P address from the Inscnce Summary window, Then,
aalid e IP-hustnime mapping 1o your DNS server belore vou creste o Cisco ISE deplovment.

* Timezane: Choosz o aysiony time sane (rom (e drop-down Ll
= [nstance Type: Choose a Clace ISE instance tvpe [rom the drop-dawn |iat,

* EBS Encryption: Choose True from the drop-down List o enable eneryption, The sefault value for (his field is
False

* Wlume Slee: Speeily the volume size m GF, The sccepled range is 300 8 w 2450 GB. We recommend 6060
for production use. Configure o volusme st fesser Bun GODCGE only Tor evalustion pumoses. When you forminase
the smstanes, e voluwme is ol deleted,

Nats AWE creates EBS storge velumes in Gibibivte (GB) When you enter 800 In the Volume Seee ficld,
AWS crentes 600GID {or 544.25 GBY of EBS valume,
* DNS Domunin; feld ure ASCT characiers, numerals. hyphan (-3, and pestodd ()
= Nume Servers Enler the [P address of the name server in the correst syntax,

* NTP Server: Enter e IF address or hostnnme of tie NTP seever in the cormect synuax | for example,
e Womr entry is mot veri led onsubmlasion. 10 vou use the wrong synias, Cisoo ISE services might
nat comie up en liunch.

TIme iR

Nats [€ fhe P acldress or the hosinane hat you enter here i incemect, Ciseo 1SE cannot synchronize with
the NTPserver, You must 8811 to Cisca JSE and use the Ciszo [SE CL o configurs the correct XTP
aerver,

* ERS! To enable ERS serviees us Clsen ISE liunch, emer yoa. The defaul valuz for this fickd i No.
+ OpenAPL To oruble OperAP] wervices u Cisce ISE Launch, enter o, The defiult value for thi feld is No,
= peGrid: To enuble peCGrid services wt Cisen [SE launch, enter ye. The default value for this field is No,
= pairid Cloud: The de it value for this field s No.
MNato This featire i currently not uvailohle as there are dependend ics on complem entary product relenses. Do

natenuble prlirid Cloud services.

* Enter Passwurd: Enter the adinintacative password tat must be used foe GUL The password st be in compliznce
with the Cwen 1SE pussword policy. The password s displayed in plalniest in the User Dita urea of the Instance
seltings window in (he AWS console. Sec "User Password Policy” in Chapter "Basic Serwp® of the Civen J5E
A iiatrator Gunle Tor your rloase,

» Confirm Password! Renvpe the ad minsernve password

Siep 15 Click Mext 1o initiale the instones crealion Qrecns,

[l Ciscn kantyy Seruicas Englne lestaltation Sulds, Rslaise 31



1 mwtell Cineo IS waih Amaaen Wt Sardces Tl Ciatts [SE il Amaqun Wk Smages |
Leinch Gana FEWYHh Chmforathen Yo [ TR Lawhoh Siaoa 15F Wit Clonermatian Tarpinw e

P

Aler the Cinew ISE invtance is orodied, <upy Lhe privuie [ add rous lram Jhe Incases Fummary winchow. Then,

Laul‘lch Cisco |SE With clﬂudFomaﬁﬂ“ Teml] Iale atd the [P-heotname mappaty b youe BNS server before you ercdle a Ciaco ISE deplisament.

= Timeasine: Chevey 3 sysaent me #ode [fom the drap-—dawn Jigk
Youu et only sed upr starsdaloge Dodes thiy

the TFT configututions. “fa creme o Ciico ISE deglormen,
a2,

so¢ Chapter "Deployment” in Ihe ( O wiur reloaws . = Funiamew Twpe: Choose 4 Chieo 5T inalancy eype trom the drepedaam Lat.
Vou cannet add muttiple DNS o NTF sooven through the CFT. Afler you erenle e Tiseo YSE irsiance, yau * BB Ewcrypiion! Chaosc Teue [fam the d rop-daves [ist 1a cnable enerypian. The detaull value for thin field i
tan odd addivonal DNS of NTE servers teengh the Ciseo ISE CLI, You al3e connal conliguze b DNY o Balse,

NTE servore hrough the CFT. Use the Ciseo I8E CLI i configane Fob pervers, * Yolume Skae: Specify e volume siee 15 GB The aceepeed ranie k300 GB o 2400 OB, We recomunand 6L0GTE

B prediaclion use. Canfigu o wulume aler lossor ihan 600GE awily Gt evadsadin pel s, Whion pau wraoule

Bwfors yox bugin the inLanee, e volume s alwe deleted.
Cralre in AWS 1ha vevurity £T0ups uid management nelworks ) you sl 16 include m ¥our Civea ISE Motz AWSyreaien EBS atorace valunws in €ibibwie §6iH). When you chler G4 in the Yolumc Sive Geld,
CFT confipundgian, AW cTea1es $00GHB [or fdi 35 LB} of EBE vatyme.
Stop 1 Leog infa the Amazon tansgemeant Comsple an 11t B A et L, el o e brresp * DING Dotwsiln: Neld are ASCTE charcrers, mimctals, typlics (-, and pariod |3,
bz - ipeion. + Nurme Server: Enter the [P adlress of the nomc server in 1he corree mynta,
Step In the Manige Subaeripfens window shun is dlsplayed, click Discover Prodaets I 1he left ican. NTE S Enter the 17 add - e NP inh P '
- ~ e s T . | 3 =0 werver! Enler the FOLE or Deginame ol the scrvet th the coman SyHER (e cxampl e,
Step 3 l"'"_""" fiae Tdenic: de ryaces Frgine {2 mthe warch bar Fdex it vk YU ety 8 ot verified on submission, [F¥ou s the wrnag senfa. Cines [SE soreicen mupht
Simp % Click the peodue! rame, and in the tew window displayed, < ek Contloys 19 Subscribe. 191 €U U 1 |aanch,
Shep 5 Cliek Continne 1o F“&““‘““‘ i ) ) _ ) Notw Ik IP sddress ar the hasiarme diat yak enler here I+ mcatrest, Cisea 19E Hnol syehronicc with
Sep i 1n the Cofipare this soflware aned, dlick Lonrn More sve clich D Choudg Template 1o thet NP servar You maesl 851010 Cikis (S8 and 1ise e Cisco [SE CLY 1o eondigure the crerect NTP
the Cysea ISE CFT 1o vawr Local systom. Yau ¢tin use this templaig 1o automata die eoe Njrusntion ol ather Ciseo ISE sepuet,
instases, o roguired.
Y can alxo elick Yiew Templats in 1he Lenra Move dialag bax ta view ihe £'FT the AWS CloudFosraiioa Doeripner. * ERF:Ta enable ERS scrvives 4l Cisen ISE luneh, enter o The detyah erdue for this ictd 1 Ha,
Step ? In the AWE feurch bar: avarch or oo griermar i m, * OpenAPL: Ta enahle Gpusth P services ot Crsco [SE lasned, onter yes. The default vulus M s feld 4 [,
Seep & From e Ceenl e Stack dropedown lise, choggs Wikl 1w reseierees {sundard). * PG To cnahle peGrid services at Cleco 1SE Wuneh, enter o The defiul viue for this lietd 1 Ha.
Step 8 n the Creste S1ach mandaw, chagse Temmate i Ressdy and Uplaad a Temphute &by, * PAG M Cloud. The delalt vlug for fhiy Gold 1 Ne.
Step 10 Clisk Chioese Fitz and upbund Lhe CFT Gle dhal you dowslonded iy Siep 7T
s '“ CI;ek ", e and uplen crSal i “r Hedw Thas fisdtuate s currenchy tod.u vailable o ther o dependenaes o ! e product eelenses. e
tp Bt nel enable patinid Cloxl services,
Stap 12 In the new window, enrer o voloe in tho Skaek MName theld. e
Step 13 Encor e reqoived dutails in the fullawing fields it the Faromers ann, = Enter Fossword: Ener1be pdplytrative puseeanrd then 3 et be vstd For GUL The parwerd st T “Slianec
. s L i X with the Circo ISE pasgward palicy, The password is dikplaped in pladtiest it e Uner Duta ey tance
Hgstwame: “hiy fichd aaly supperts slphanumeris vharscrees avd hivphcat (- b The Betip b wf the homtuume should setlings wirdorw in dhe ATVS cogwote, See "User Prssword Fulicy™ inChapeer "Basic Serug of fy .
ot o LY pharetors,
. e, <42 [ Pl Tebemne.
* nidanee Hey Poirs To acoest e Ciaga 1SE instance viz 3511, choae the BEM fie thar you eroacal in AMS For . X ) S
the iermame “sdmin®. Creare a FEM key pair dn AWS now i you e pef onfigured om wividy, Foe wkample, Confiens Pussoed: Retyp the sdminiscearive pasviusd
3sh =L xe FUI . v sdri Al sk Las L o pat e | aa R e om, X
Srop 19 Click Noxt 10 thiliae the islanee crosiion proces,

+ Madagenent Secudty Sroup: Chame the seearity grong from M ltgpedown L. Yow mast come (e sqourny
group in AWY bofore cufipuelng tis CFT

+ Management Netwoek: Chucse the seboot 1o be used (or fhe Cocve [SE intrinee. T couble 1Pv6 addrcames. your
mud rociole o JPve CTOR black witl e YT and s bers, Crele o Submen in AWE now vl have sl
sondlgwred ooy ulseudy.

+ Management Privmin IF- Enlar tho 1P oddvess from the wehiet that you clinse saier. 1 Lhis foeld i k1) bk,
the AWS DFICE owsipgnes un [P addreas

.m m....‘i"!'_'.'?!‘.'\' Sarrices Engi

1 sl Clcoa ST vl Sermizon Vol Sorvics WalaH Cincn 15 wilh dramn Yo Satome |

Frat-iradaliotions Aot ond Tashe [ B Comnerty tadomonion for tiuce 1E 50 2078

Clsea DNA Cemter Inteyration Seppen

Pﬂst' Il'ls'ia”at!ﬂ“ Nﬂtes 3I'Id Tasks Vi ¢4 canneet yeur Cisco 198 fu Cisce BNA Certer Relovne 2.2 1 and Luiar relen s,
To check the stanuc of the inaanes lounch, L dhe bel) vide Mmeny o the AWS conusl, click [nalances, The Laad Balanger nneyration Support -
Statuy Check colurm for the insunee displays Inisiatizing white the instatize s beiny condigimnd. Whea the . 5 . .
Insdance is teady and ivallable. the celumin didplays = checks doge, Yo can inegrake AWS-hosive Network Laad Batanger (L) with Ciaco 195 for Eoad balanci b1

sraffic Howevor, dig following caveat: am applicsbto:
You e iecess the Coca [SE OLY of CLI ahow, M mitstios alter dhe Cuo I1SE B2 inslunce o buile, Yau

o0 aceayy the CLI uncd G ol Cisen [SE with the IF wodeoss that AWS provides (o oo inatonee, any tog - ler Chamge ol Auuclzarion (CaA) featute s supaoeied only when you enable chient IF pecseha et in
in 1w Lhe Ciwn ISE udmitiuxiration portal ér tonsnle, NLB

Whett he Ciwea SE Instance 1o roudy and aviilahle or e, rarry sl the [sbowdng siope - Unequal load bulsnestrs miglu eceur as NLB only suppend source P affinaly sl does po supont calling

L . sltwn |Dubused oicky sesarobs,
L Whet you creule 1 Koy Pale i AWS, H i iumaLially dewnlonded ta pour Tocal eaten, Tiw eyt

you deseritoced ot AWE cantuina spueific peeissons Tial you it opdat to sucesstilly $514 t fhe * TofMz mught e seii to i Cisao |NE PEN even 11 the RADIUS service b oo aetive on the nads e NLE

Cisiea 15T, iunee.

173 oae e Tmux or macts eperaling systerne, r e Foltowing commned i wour CLE pslieatian:
Tuar hecd [OF mpEaypat s, mon

[€you e Windows operating syatem:

2. Rightelick the key [ile (n your local SYAET

b Choose Bropurtios > Socuring > Advupesd,

c. [nthe Parmbeions wh, i full conirol oo 1he approprinte user, snd cliek Disabdo Toberkance,
d. [ the Block Inheritance divlor box, oick Conwert inlierited perminsdon bats wepl ot permiseons

o chin njeer,
¢ Inthe P dony 1aby, chogse e umdan i ek 2] chek Romove,
E Sk apply, wnd then ¢ ik O3
1. Aceews the Cissn JSE CLE by cumaing the foltows L your CLE appls

TR e Sl AT e ITE Frivane TF adi

F AR login procope, emier adedn as 1He wacr o,

4. AL the sydlom prompt, ¢Her shou [

Fuflan watsoen roe awd press Bsler.

Tar eheek the statuz of the Cisuo [SE pracesses. enter co:

apE- AL us vruand prias finter.

I the sutpar diaplays that Applicatian Server 140 Thaiangs stawe, iz 18K s nondy tor .
b, You autt then log 1m 4o the Lo 1E GUTL

Then. carmy wist the posr-imtatlatwn fasks lsted In it

i Pitalii

Compatibility information for Cisco ISE on AWS

Thia section dacils conparibility 1 Reemation thal isun
delzlls for Ciaco TSE, pa Ciicc Llenniy So

210 Cista ESE on AWS. For seneral companibiling
it

s nat ippurt RADIUS oo health deceks,

a0 A it pmare AWS-mirtive Notwork Logd Balnnses tNLBY with Cisca 1SE fin Joud Buhmcany TACACS
bradffic. Hawaver, bntlhe might e wm to 4 Ciw JSE PN even sl the TACALS nevvice is ngl active o th
nodi sis NLB dos 8 aipport TACACSbised hmlth chogks,

NIt Jumbo Frama Suppan;

Ciaeo 185 mpperes jumbo fraes, The Maximum Teantimission Lnét (T loe £ 1SK Ik 9,001 bytex.

whithe the WITLE oF Herwork Acces: Cheviced in trpwcally 1,506 Bytes, Clsen IS sippons and roecives batl

Slamdard and femba fraties witheut ke, You can regunflgare fie Citeo ISE MTU ax required by gt Whe:
Csen 51 CLE in Contiguration Mae:.

e Enpite bt Culde, Rrlewat




CHAPTER 5

Additional Installation Information

* SNS Applimnce Reference, on page 43
* Vitware Virual Mushine, o0 poge 44
* Lirmx KM, on poge 57

* Microsodt Hyper-Y. an page 39

* Lera Tooeh Provisloning, on page 73

SNS Appliance Reference

Create a Bootahle USB Device to Install Cisco ISE

Une the Livel'S Bcreqnor too] to ereite a bootble USE deviee fram the Ciszo ISE insallation 150 e

Befora you hagin

* Dovmload Love USBacreator o the baeal symten from the foll owing locusion: hips:ygihul eomtlmackens
liveunb-cteatorelomentag 2, 12,0

*+ Download te Cipeo ISE installution 150 ik 1o the |poal systom
* Wse in 16050 o7 32468 USH device,

- Retormar the USHE device using FAT LG or FAT2Z 10 free up all the spoce
Step 2 Plug in the USE device 1o the local system und lusrch LiveUSB-creatar,
Step 1 Click Browse from the Use existing Live CD arew and choose the Cisco [SE 150 le,
Stepd Chaase the USH deviee from (he Target Device deopedown s

ITthare is only one UISB device connceted 1 the lneal system, it selected autamatically,
Stop5 Cliek Create Live USH,

The progeess bor imdicates the progress of the bootubls USH crvation. Aflee this provess is comglete, the conient of the
USE drive is availuble in the loca! systoi thit you wsed o mn e USB tool, There are two teal fles that vou must
manually update belare you can install Cisca I18E

Svep b From the UST deive, apen the (ollowing 1ext files i 2 teat editar

Gicn [duatity Sarvises Enpioe hatelation G

| Oadditiemsd Instuliaian lolormmian

Maniiiseen Chack .

Virtual Machine Resource and Performance Checks

Befare matollmi Cisco 1SE on o virtual nsieling, Ui installer perfons hardware fieprily clecks by catiputing

the available lardware resourees on the varmaal maeline with the recanimended specihications.

During a VM racurce cheek, the insialler cheeks for e lord dink spaee, number of CPU cores nllocatid to

the VM, CPU elock speed, and FAM allocized 1o the VM. 11the VM resourees do not meet the mle eveluation
it the il necninates. This re ehack is applisanle only for 1SC-hised (rstalbit s,

Wher you run the Setap projmun, o VM perfermance cheek i done, where the nptlier elecks for disk 1O
perterminee. 1 the disk O performance does net meer the recommended specitications, & warning wipears
on sercen, but it allews you to continue with the insellstion.

The Wit performance cheek 2 done periodically L..wry huuu and the rusults wr n\vmuv:nl fara duy. [fthe
dhsk 10 pertormane: does not mee: the . an alorm is

The VM purti chek can also b d n.h-mmlrmmlJ-cCm:n[hECLI\ungm:nnwtulmuppun
eammond

The VM resource and pertasmance clecka can be mn independent of Clseo ISE fnstallinon, You van perform
this teat tram the Ciseo 151 buot mci,

Install Cisco ISE on VMware Virtual Machine Using the 1SQ File

This section describes Low 1o insiall Ciseo [SE on n Viware virual machine wsing (he 150 file.

Prerequisites for Configuring a VMware ESXi Server

Feview the fallowing enafigurtion prerequisites bsted in tlis scetion Before viu atiem p 1o confiure i
VM Wire ESX] server;

= Remember 1 bog in 1o the BSX server i aser with administstive priviloges {raat wser|

= Cliseo 151 13 w debic wystem, Before vou instull @ 6d-hit syswem, ensune tn Virueliztion Technglogy
(VT is ennbled an the ESXG server,

= Busure tha you allecats the recommended amount of disk spase on the ¥ Muware vimial maching, See
dhe Diigk Space Reguirements. on page 22 soction Tor mare Lnfoemation,

* 1t you have not ereated o Viiware virmal muchine file syserm (VMES] you niust erealy 099 o suppon
the Cisen ISE vienal eppliance, The VMES is 4ot for cuch of the storaye voluses configomned on the
VMware host, For VMESS, the L-MIE block sizc supports up o | 996 T virhe) disk sme.

Virtualization Technology Chicek

I8 yow huve an ESNL server inswalled alresdy, you can check if VT i enablied on it withour rebocting the
masching, To do this, use the esxefp-infa commond. Here is an example:

¥ sipport
IFHY Supgon has o value al'3, then VT 1s enabled on the ESX) server und you can proceed with (he insta liation,

[T HV Support bus o value of 2, thea VT is suppaned, but 1ol enabled on the ESXi server. You must edit the
B108 senings und enuble VT on the server.

Canga [ damtity E

05 | Aty S elbes Engiie il it Gk "'"""".‘_h
|

Additianal lnsiabistio latarmatan ]

B reasn Anptiascs
«isol e efis o sysheussyiina cfi
= BEFVBOO Tigrmiduelie

Step? Replace the term “edram® in beth the files.

« I you havea 3595, 3613, 3655, or 3605 upplinnce, replace the term “edrom” with "hd:adbl" in bath the e,

scificully, nepluee all inswnces of the "edrom’ sining. Fer examiple, replave
£

ka=edrraiks. el
watly
Raminafzath ks €T
Stop 8 Save the files and cxit
Step 9 Safely remave the USB device from the local syiem.

Step 10 Plug in the bootable USE deviee o the Clsco [SE applionce. resturt the appliance, and boat freen the USE drive 1o
mstal| Cisen ISE,

Reimage the Cisco SNS 3500/3600 Series Appliance

The Clsen SN5 35003600 series appliances do pot have buili-in DVD dnves, Therefore, w ceimage a Ciseo
I15E hardware appliance with Cisco 18E software, you can da ore of the follewing:

S

Thie SNS 3500 and 1600 senier appliances suppon the Unifsed Extensible Firmware Inerfiece (UEFL) secure
baut fenture: This feature auncs thut anly & Cascomgipned 18E image can be nsialled on the SXS 3500 and

ELIEE, 8 and prevems insall ol any unslyeed operaling system even with physical access
taihe gevice. Fac exnmple, penenic aperating systems, nuch as Red Het Enerprise Linus or Microsofl Windows
cannot baat on this appliance.

= U the Cisco Integrated Mono pement Controller (CIME ) imterface t) map the imstllstion Lise (e o e
virtual DVI2 device. See lnvtall Clrco ISE Lsing CIMC, un page 25 for more infocmatio,

= Crente un install DVE with the jastallution ise e and plug in an USB external VD drive and boot
the applionce from the DVD delve,

= Crenie o boote ble LISH deviee wsing the mstallation s Gle and Baot the applinnce from the USH drive,
Fee Create o Boatahie USH Device w insiall Ciseo [SE, on puge 43 and Tnaall Cise 18E Using CIMC,
ol page 24 Tor more infarmatian.

VMware Virtual Machine
Y

Kok The YMware form (actor istractiond provided 0 this document are applicable for [SE mstalled on Clsco
Hyperflex os well,

Guida, Rolagse 3.1

[ Clsca wstlty Sun na dnst

Adcitionn] Lastallmtion inormation |
B Foskie Vinmention Tectmstoy ua an ES) Sorvar

Enalle Virwalization Teclnclogy o an ESXi Server

You cin rouse the same lardwiire (hat you used for bsting i previous version of Cisco 1SE virtial michine.
However, before vou install the Jates relanse, you mus ensble Virtualizotion Techao gy (VT) o the ESNi
pOIVEL,

Step1 Rebout the applince.

Step 2 Tross F2 w emier setup.

Stepd Thoose Advanced - Processer Configuration
Stepd Select Ineel{R} VT and erable i

Siep S Pross FI9 w save your clan ges i exil

Configure VMware Server Imerfacas for tha Ciseo ISE Prafilor Service

Conflgure VMuwars server interiaves 1o suppert e collcetion of Switzh Por Analyeer (SPAN) or mimsred
traffic 1o i cedicaed prase interface for the Cisco ISE Profller Service,

Step 1 Chooss Configuration = Netwarking > Properties = VMNoowork (ihe name of your VMware server
trtance i Muwitehd fone of vour Viware ESN server interfsess) Properties Sceurdty.

Step 2 i the Policy Lveoptions pane on the Securdty b, check tie Promiscucas Mode chieck bax,
Step 3 Fin the Prociscuous Mode deop-dowa lisz, éhouse Accept and click OK.

Raopeat thwe same sieps an e otber Vidwane ESXI server Interface wsed fur profiler data callection of SPAN or mirrored
traffi

Connect to the VMware Server Using the Serial Console

Step 1 Porwer dewn the perticular VMware server (for example 1SE-120),
Step2 Righi-c vk the Viware seever und choose Edie
Step 3 Click Add on the [ Inrdwane b,
Swepd Choase Serial Part and click Nexr
Swp s In the Serial Port Cutput arca, chick thie Use physical serial port on the host or the Connect vie Network rudio bumon
and elick Next.
= It you chaas the Conneot vie Network option. you must open the Sirewall ports over the 11530 server,
= I youw selest the Lise physical senial pon on the hoss, elioose the por. You may choese one of te Tollowing mve
wgrliana:
= Moy 81 (Ln the DOS or Window s operiting system, this will appear as COML,

= reewteyST (In the DOS or Windews operating system. thas will appear ns COM2),

Step 6 Click Next,

I Cisco idanty i jn Guid, Fslouss 31 R




| Adiitianad insesliasan Intorrastion
Canflgern 1 Vewnee Sereer [l

Step? In the Drevice Status aren, check tse appreprate cheek bos. The defaull s Conneeted
Step 8 Click OK s cannaet ta the ¥ Mware server

Configure a VMware Server

Before you begin
Ensuee that you buve teod the details in fhe Prerequiniies for Conflgusing & Vs ESX Server, on Pl
4% section.
Stop1 Log in to the ESX server,
Stwp2 In the Vidware vSphere Client, in the |oft pane, rishiclick yaus bnst container and choose New Vietial Moching,
Stap 3 Inthe Configurntion dialog box, choose Custam for the Y hwas canfigurtusn and click Nexe
Stop 4 Enter a name for the Vitware sysiem and olick Nest,
Tiw Tip Use the hastiarme that vou wand (o use o vour Vidwars host
Stop § Chogse & datastare thit has the reconsiended amount of space availoble and click Net,
Step & (Opienal) I your VM host o7 chuster supports moce thap one Vidware visual machine verian. clioase 4 Virtusl
Machine version such as Virmal Machine Version 7. and click Next.
Step 7 Choose Linuy and seleet the supparted Red Hat [riterprise Limos version from the Version drap-Lewn list,
Stap 8 Chonse i value from the Number of victual sockets and the Number of' curgs per viral socket drop-dawn st Tl
number of cores abiould be;
SNS 600 Series Applinnes:
» Small—16
* Medinm—24
= Large—24

The number eCeores is wice of thal present in equivalent of the Cisen Secure Neiwork Server 1600 secled. due
o ivperthrending. For example, in case of Small netwoek deploymer, you must ollocale 16 vCPU cores 10 meet
the CPU specifioution of S8 3615, which has & UPL Codes ar 16 Threads,

Nate We strongly recommend that yau reserve CULand mientory revaurces (o0 match e resvurce allacation, Fatlure
Io do so muy signifeunily impacs [SE perfommanee nnd stabitity

Slepa Choose the erount of memeny und click Next.
Step 10 Chooss the E1000 NIC driver from the Adapter drop-dawn list and click Mol

Kate W rzeommend Mat you selest E1000 W ehsuire carrect adapies arder by delaull IF vou choose VMNNETS.
you might have 1o camup the ESXG adapter 1 synciironize it with the 1SE adapler order,

Swp 1 Chouose Paravirtuul us the SCSI controller und elick Vext
Swp 12 Chanse Cre mew virtual disk and cliek Nest.
Step 13 I the sk Provisioning dialog box, click Thick provisloned, euzerly zeroed radio bution, and click Net w ¢ontine,

Frlorza 31 .-

| Auhdic onal nstaltation informastion
Imstald Cise ISE SoMware oe o ViMveats tystars [l

= Clsco ISE viral mischine deployed s VMware eleisd in Amasn Wel Servicc TAWS ) Cisgu
ISE can be hosted o0 software-defined dutd center (SDDC provided by Vi re Cloud on AWSE,
Ensure that appropriate securdty group policies i WNware Clotd furalor N i
B Security > Scecurity > Gatewsy Firewall Settings) 1o enable reachabil ity 1o on-premises
deployment. required devices and services,

* Ciseo 1SE virtual machine deployed on Awre Vidwiire Sollition (AVSY AVS mins Viwure
warklnnds nutively on Microsoft Aure, whers Cinen ISE con be bosted a3 VMware vir il mueline.

Step1 Log in tothe Vidwnre ¢hen

Step 2 Farihe VM 12 enter the BIOS senip niode, nght-click the VM and seleel Edir Seftings

Stepd Click the Options @b,

Stepd Click Boat Oprians, and in the Foree BIOS Sctup aron, check the BIOS check bus o enler the BIOS selup sereen when
ihe VM boots,

e You must change the finmware from BIOS to EFT in the ol mode of VA setiings to oot GPT pastitions with
2T or morne eopacity,

Stap 5 Click OK,

Step & rsuine that the Coordinated Universal Time (UTC) and the eorrect boot aeler ire se i BIOS;
ap Hithe WM ds e on, twen the system off,

) Tum an the VM.

Tha system eners the BIOS sctup mode

=

e} In the Maln BIOS men, using the acow keys, nuvigoie w the Dute and Time fickd and peess Enter,
d} Enter the UTC/Greenwich Mean Time (GMT) fime sone,

This time zani: setting ensures thit the reports, fogs, and postre-ngent bog fibes frorm the varous nodes in your
deployment are always syachronized with regand fo the time stamps,

) Using thw arrow keys, navignte o the Boot menu and press Enter.

) Using the amow kevs, select CORROM drive and prass = te move the ©D-ROM drive wt the arder.

Eb Using the areow Keys, navigare to the Exit menu and choose Bxit Saving Changes,

b Choose Yea to save the chanpes ond exit,

Sep7 fnsert the Clsco [SE software DV ime the Viware BSX) host CODY drive and curs on (he virual machine,
Whet the DVD boots, the console displays:

tia il 150 wecpnde

on (Weyeoerd/Manttos)

niel

Bosts
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Cisgn ISE supports bo th fiuck and thin P ing. However, we bt wuu choose thick provisivned,
vagerly wsraed for belier perly pecinlly for Manitacing nodes. [ you chonse thin provisionng, operations
stich s upgrade, backup snd sestore, and debug Jogging That require more disk spce might be Lnpacted during sl
digk expinson,

Stup 14 Uncheek the Support clustering featargs sueh us Fault Tolerance chock hox

Stop 15 Chonse the advaneed options, and click Next,

Step 16 Merlfy the configurtion details, sicl us Name, Guest OF, CPUS, Memory, ind Disk Size of the newly creuied VMware
syt

Stap 17 Chick Finish.
The Whiware sysiem is now insialled,

Wihat te do next
Ta activare the newly creued VMware system, righit-click VM in the left pane of vour Viware olis user
interace and choose Pawer = Power On,

Increase Virtual Machine Power-On Boot Delay Configuration

OnaYMware virtual mechine, the boor delay by defiul) i 401 10 0. You can chunge this oot delay ro halp
you charae the hoot ophians (while reserting the Adminirater prassard, for canmple),

Stop 1 From the VSphere client, right ehek the VM and clioase Edic Seitlngs,

Step2  Click the Options 1ab,

Stop 3 Choose Advanced > Boot Options,

Step 4 From the Pawer on Boot Deluy urea, select the time (n millsecondy 1 delay the boot spenition

Stap & Chock the cheek bot in the Farce BIDS Setup anca to enter info the 3105 setup serven when the VM boots the next
time,

Step b Click DK s ve vour changes,

Install Cisco ISE Software on a VMware System

Bofore you hegin

= Adter inallaton, iFyou do not inswl] a peemanens lieense, Cisco ISE automatcally mstalls a 90-doy
eyhition leense that supports o maximum of 104 endpaints.

* Dovmluad the Cisco ISE sottware from the ©iwo Softvare Download §ite ot
et ginen gomen/US products'os | | E30ndex im ) asd burn iton o DYVD, You will be Tegired
1o provide vour Cises.eom eredentinls,

* (Optienat: applicalile only i you are dnstalling Cliseo ISE an ¥ hware Cloud) The proess of inselling
Clseo 5L on Viware Cloud s cxetly the samse us that of installing Cisco ISE on % Mwre viray]
machine

- _ Eiman dantity Sanvcos Enpine nstllntnn Guids. Ralnusa 31
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Stepd e the nerow keys 1o s lect Ciscs 1SE Instullation (Serinl C le) or Clvea 1SE Installution (Keyk )
el press Enter. 10 you choose the serial console eption, vou shauld have a serial consale se1ug on vour vimual machine
See the Viduare viphere Documentalon for informutian on bew 10 create o camole,
Thie installer stars the installation ofihe Cisen [SE soflware o the Viiwire Ayatenn Allow 20 minwtes (or the insiallanon
process o camplete. Wiien the mstallation process finishes, the vidual mashine rebosig atomatically, When e Vi
rebants the consale digHays:

pErtigure veur gopliance

Types
tec

Swp 8 Al the system prompt, type wetup und pres Enter.

Nata From Ciweo [SE Release 3,0 atwards, the CPUs ol the virualgeation platform that hosts ISE virual machines
L Support (5 1g STMD E: lons} S5E 4.2 | et set. Otherwise, ceniain ISE serviees (e the
ISE AP gateway) will not work, aad the Clies 1SE GUT cannat be Lnmehed, Both Tntel and AMD PeCekenrs
have hecn suppocting S5 4.2 version since 2001,

The Seiup Wizntd appears und guldes vou through (e milial eonfiguratian,

VMware Tools Installation Verification

Varity VMWaro Tools Installation Using tha Sumenary Tah in the vSphare Cliont

Gt the Summary b of the specified Viware host i the vEIpere Client. The valie in the VMwire Tools
Tield should be G

Fugure & Veriyivg Vilunre Toats m the wSpbers Ciant
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\"erlTI'r VMWare Tools Installation Using the CLI

Yo can also verify i the Vidware ool are inatalled using the shaw nventery command. This command
sz the NIC deiver information, On o viral machime with VMware toals mstalled. Vidwire Vietsal Dinemet
drverwill be listod an the Bover Deser feld.

E-VH=RY anass.
A=K .
RAM Memcrys GRTL0Z
o Oyt
1 Model In
I

nrwl (k) Amon i)
o

fikernat Natwerl Drives

limtwrirk larbweay

t Hetwerk Drives

SLIHl Cinabil Tinechet Hetwsek Doluas

LA 1

M Gioabitt SEReTrat Letware Drivet
T " r
ER AQUERTOT RALRRY AR SRR En
- Er Drives Jesers SeselIRl Sigablt Sriernat ferwark )i

¥ Hags Dlak Taunt may Le Ligical.

Suppont for Upgrading Vidware Tools

The Cisco ISE 180 liage (cégulin, upgrde, of porch) eontuns the supporied Vivare wok, Upgruding
Whwitre tools through e Vidware client user interface is ot suppartcd with Cisco ISE, I you wint to
upgzade any Viwure ol 1o o Ligher version, support Iy provided Usrough & newer vession of Clsco 1SE
(v rulur, upgrace, or patch relouse),

———— __ Cives demey Sarvisus En it Relense 11 [
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Clone a Cisco ISE Virtual Machine Using a Template

I vou aze using vCenker, then you can use 0 ¥ Mware templae to chone o Clsee [SE virtual machine (VM)
Vou can elore the Cisco ISE nade 10 0 temphite ahd use that templuge 1o create muluple new Claco 1SE nodes,
Cloing u viral miachine using « template is o twomslep proces:

Belore you begin

Y

Nete  For eloning, youneed VMware vCenter. Clanityg must be done before you run the Seiup proprm

Step 1 Create a Vimunl Muchise Temgplale, on page 52
Stop Deploy a Viral Muchine Tenplate, v puge 53

Create a Virtual Machine Template

Before you biegln

» Engure shat vou shut down the Cisco 15E VM that you are going o clope. In e vSphere client, nght=clhick
the Ciseo 1SE VM hat you are abaat (0 clane and choose Power = Shut Down Gost.

* We recommend thie veu creats o amplate from & Cisco ISE VM that wou have just nstaled and net rn
the setup progrom on. You can thew run the setup pregrum on each of the individual Coco [SE nodes
thal you hove cresied and configurs IP address and hostnanies individually,

Step1 g in to the ESXi server ns o user with sdministrajive priviliges {ront user|,
Viwane vCenter is required to perforn this step.

Step 2 Righi-click e Ciseo ISE VM thet you wan! ta clone and chosse Clone ~ Clone to Template

Step3 Eiriter a mame for the template, elioose  loeation o save the teniplate in the Name and Locatian dhal g o, and click
Next,

Step 4 Choose the EEX1 Bost that you want o sture the semplate on and click Nes,

Step 5 Chaose the datastone Uil you wanl 10 use 1 store the lemplae and elick Nest.

Eagure (hat this datnstors han the required amount of disk space,

Step 6 Click the Same format as source rudso buton in the Disk Foeman dinloy box and elick Near,
The Ready to Complete dinkg box nppears,

v Click Findah,

Doploy a Virwal Machine Templats

Afer yiu create a vl maehing template, you can deploy it en ather vinal muchines (YMs),

Clsoo Idumity Serviass Evglna Inetalistion Gulde, Aeease 11 ‘
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Clone a Cisco ISE Virtual Machine

You van clane a Ciseo 151 Vhwnre virun | nschine (VM) o ereate wn exac replien of'a Cisco ISE nade. Far
cxample, in & dsinbwed deployment with multiple Palicy Service nodes (PSNs ), VM cloning helps vau
duplay e PENS quickly and effectively. You de not have o inatal] and o [ gure e PENS indivicdual v

You cun also clone & Ciseo [SE VM using a templite,

4

Note  Forcloning, you recd YMwire vCehier, Cloning must be done belore vou run the Stiup progrum,

Before you hogin

= Ensure that you shuit down the Clsco JSE VM that you are going 1o chone, [# the vaphere elient. rghi-click
the Cinco JSE VM (hat vou are albowt 10 clone and choose Pawer > Shut Down Guest.

= Ensure tas you change the IP Address and Hostname of the cloned maching befare Vo power 1t on and
comaect 1o e networie

Stop1 Log in to the ESXi server as o ter with adiministeative privileges (oot user).
Vidware vCenter is regquired to perform this siep,
Stwep2 Right-elick the Ciseo ISE WM you wanit 1o clene, und click Clone
Stop3 Lnter o nome fon the new machire thas you are encuting in the Mame and Location dislog box aad click Next.
This is niot chie hostaume of the new Ciaco ISE VM that you ure creating, but  déseriptive name for your reference,
Sepd Seleel o Hest ar Cluster on which you want to run ihe gew Ciaco [SE VM and elick Next,
Step§ Seleet o dotastare for the new Cisco 136 WM that you ire creiting and click Next,
This datanton: conhd e the loeal datastore on the ESXI server or a remans storsge. Fnsre thit the datastors lias enough
disk sphee
Step b Click the Same farmat iy souree niddio button in the Disk Format diulag bax and elick Next.
This apiien copiey the sume [ormal that s used 10 the Cisco ISE VM that wou are cloning 1y new machine from.

Sep 7 Clizk the Do mat customize radie buttan in the Guest Cusomizazion dialog bax and click Next,
Swepd Click Finish

What to do naxt
* Change the [P Addreas and Hostnume of & Claned Viruul bachine

* Connect o Cloned Claco Vinual Michine 1a 1he Netwark

oty Saruicus Englne neiallstion Gulds, Relouzs 37
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Swep1 Riphesclick the Cineo 1SE VM remplate that you hive ereated and choase Deploy Vietual Muaching from this wmplate,

Step 2 Enter a name for the new Claco ISE node, choose @ locusion for the aode in the Name and Loction dislog box, and click
Neat,

Stepd Chaase the ESNG hos whese you wint 10 slore the new Cisca ISE node ond click Next,
Step & Chooss the ditasore that you want o use for the new Ciseo [SE node and click Next.
Erare thee thas datzstone has the eequited smount of disk SpHCe
Step 5 Click the Sume farmat as soarce radio bulion in the Digk Foamit dialag bax ond click Next.
Stop 6 Click the Do not customize rudio button in the Gueat Custom mation dinlog box.
The Rewsdy 1o Complete dislog box appears,
Step 7 Check the Edit Virmnl Hurdware check box and ¢lick Continue
The Vichusl Machine Properiies page appears.
Stop Choase Nerwork wdapter, uncheck thie Connected and Conncet ar power an chieck boves. and elick O,
Stapd  Click Finish

Yaucan now pasece an this Cisco [SE pode, sanfigure the TP address and hastnomie, and conncet il o the network.

Whot to do moxt
* Change 1he P Addvess and Hostume of  Cloned Vil Muehine

* Comneel i Cloned Csco Vinual Machite 10/ the Network

Change the IP Address and Hostname of a Cloned Virtual Machine
Adter you clone o Cises 15K virtunl niachine (VM) you have to power oo and elusge the [P address and
lastmnaime,
Before you begin
* Ensury that the Clsco 1S5 pode = in the smndalone stute.

* Lnsure that the network ndaprer on the newly clonad Ciseo 1SE VM iz not connested when you power
ant the machine. Uncheck the Conaected and Conmeet a1 power on check bosey, Otherwise, if this node
comes up, (8 will huve the same TP uddress os the souree maghine from which it was choncd.

. Cisen ldantizy Zenvices | 2, Rsdouns 3.0
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Changa thes [P fuddrmss 4 e Humtwoane o1 m Gl Vitial Mot ine [

Funerm & Binconsr Bl b W rroed Adeg e

* Ensuee test you have the 1P 3udress and Restname tha pou ate gaibg to configure far tbe ety daned
VB 2k soun da o power on the maching. This P odadvess ang besliome enire showld be ih the DNS
Fervar, You connot use "locaTest” 2k the hottoume for o nade,

= Emiare w1 pou e eonificates for the Cikes ISE mades bracd oo tlie e 1P adidooss o Jon b
Procedute

FRighr-cllek the tewly climied Clsew 15T VT and o ios Poner = Pomer Om.
Select the newly cloped <Csee |SE VM apd dick the Cansely b,
Emer the fallewing ¢ormmanis o e Clseo ISE CLI:

zemlivuie toimihal
hastraae noaleame

The hparriante! is the newr Bontuamme tuf ¥ou ahe yeing fu confgan. The Cison B30 sorvices an: rearnad,
Enecr the 0wty cumtmands:

Intar fata Fipabil ¢
1P nAGTAGT LL_2AaFeRs MRl

The igp_acldtens i the addeess that corresponds 1o dic hosmante it yar entered instep 3 and petiunk is e mibit mwk
of the 1p_sddren. The syabem will proemt you te restat e Clacs 155 setvives, See 1he Cisce Semtin- Servicer Snsive
CLI Referetace Cuiate, fuc the (p address aod boatname oo

Entet ¥ to pestart Ciace 15E services,

| Rt Encoalion o bt a1

Yiritlal Miattsine Rescurot Ehook 1 the Shs 196 Bvot bbenx [

Oiak 1417 hardelakh £lip
ALATIIHOD npkez {31T )

MM OSSEL, 4FIZUIG VI M Lo tmpre
el TL4LZOZ 0, G
Team fand Laul, readire
L, € ALESS 4,

!t e famng

Virtual Machine Resource Check from the Cisco ISE Boot Menu

You cunt cheek for vl Miching naoares iderend et of Ciaco 1515 nstollahon from the bant ncng.
The CLE trunerape appiare 35 toflows:

Lal .l 1Kayhanra o
tion 1Sartal Cikwalal
Laey IMsyboordsHean. Lee

Llve thee artaa keys bo szl oot Systom Ltibltlon (Ferint Comole) or Syatem Viliks (Keytraerd Monitor) awd
peown Erver. The following soreon appaars:

dernilable Eystow Unlilion:

P11 kecuser goma ALer pas gzl
Wlrlunl HArhlie Roiitlod Feoch
HATIRYA ANRESA [Fasi
IqE FalL and rmemg

Errmer sphion DL o- 4] o e fuit

Ertcr 2 tur check foe WM rauurees, The onrpad will be samtsluy e the Mindlowing:

detRaiemr G0 EIqArLe
LnZutnin wgnen

INLeCTAwe el wiiwdl &

5

Phyalenl
ur

Linux KV

KM Yirtpalization Check

KM wirhgal Tequires virtualizzeion susne fiom 1he hust processor: bl VT for el processen
ol AMIRY foc AMI procissors. Dpan a tormbiel witgklove on 1ha host and erct the & frotiepuinto
comenand. You mest we cither t vod oc thie syrm e,

= For intel YTes:

Eoant Spea mewinde

S0 PTEE IR Foe ROV pAT g ol
Lo
F Lep_TZon nrpl e

h
A e sy
T cTren [

L nanerer _tae
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Conanect a Cloned Cisco Vireal Maching to the Netvwork

Spl
Siep 2

Seopd

Alier vou peveer ot and chambe Ui i uddress and ovaanie, 3oa musl contec! e Oiseo (SE fode o the
nalwrtk

Right-elick the newhy chined Cesce [SE virhial moching [VA ard click Kk Saitng.
Tlick Netwark sdupier in Lhe Vittusl hMuachine Propeeties dizlag bog

In the Dwevace Stobies uren. check Hie Canpected srd Conneer z¢ power o « ook bores.
Cllek 0K,

Migrate Cisco ISE VIV from Evatuation to Praduction

Stepl
Stapz
Sapd
Stap ¥

Atter vvsluating the Clvea [SE relense, ¥ou can miprte fhe Tromt e cvaluation orstens to 3 fally liognred
produgiien sy e

Balars you Yugin
+ Wheo you muon the W wure serven o produer i g hoT 0 kg nutabuer of user,
b s ta gun; the Cisco ISE Beetaliacion o the el thii ik R o bigher fup

b the ollowed marinm ol 24 TEY,

* Pleas nou thut ¥ou cunned migeate Uit to o prodaction V4 from 2 VM ereaced with Losa than 300 G
of disk space, You cub ohly migrate duia from VMa created with 308438 or more disk PR 100
produstion aavirg amenl,

Bach up the eonfigermion of (e evulmiion vemioa,

Eristine thet et productson VA e the reguited amean of disk space.
Rratili o yeodisdunt dephrymaent e s,

Hestore Lt cunfighcatum b the productiun spsicm.

On-Demand Virtual Machine Performance Check Using the show teck-.  ort
Command

B vl Soos G5 an K

Yoy it v L show tech-swpront commarnd from the CLI ta cheek the VM prfutmance & any point o
bume:. The purpin of this eamenansd will be rimilar toe the fllowing:

ML aarial o tLeyin Malve T gt

h @ELITIRY fa dien dewice:
=Ll teasing

¢ B Ao cnon
devives 192 d1f2ecarg

Huds b KA
MARHSHE L The

b 6 Msaecard,
sRe ML DR 2T @ARL DI Mifamsond,
Tk gradunllon use antl. ulsh
w L adpasced,
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Instali Cisco ISE on KVM

Step 1

)
S

Stop A
Stap §

This pracetun: crlalng ow to cteats 2 KV an RH 1L and inical] Cléen 52 an it sing the Vortual Mackine
i por (vin-mannget).

you chooay t inssall Ciwee [SE threngh the CLY, crier 3 command sintar 19 the nllewing: ane:

Frirtetaotall Fa-ias] 64 pu=h 2P
typeslinux A & ——Irvin -—wirt-Eypeskvn

e 7 T Gt s S
el Al nras EREPL RE PR T EEL R R ST
-—networh bypesdirect modelevlrtic, rr, BUTgE i d

wherre deee L0000 M4 E6_Buira in the ok of the Ciseo 151 180 imape.

cloa

Bulere yog hopin
Drovnload e Cisen [SE (80 image ta your Jocal sysbem

From the vin-manager, click New.
The Create i atew vertuwa] ma hine windaw wpseyrs,
Click Lees) install media (150 modia or CHROM), and thon cilok Beroard.

Click the Lve 156Y irmagz radin buton, ¢lick Brawag, and select the 150 trage from your loca syatem.

) Uncheek the Antomutic Ty detect sperming system based am Liat|] socdin check o, chosss Linux as e (3%
{ype, charae suppaned Rad Hut Enerpeise Lindx versbin, and click Forward.

Supported KV on QEMY 155160

Chanze e RAN and CPL semings g1d ¢lick Farwaed,
Clieckc the Enable nrazage for 1bis virtual semohine chock bos and chacse she alorage seilings.
ab Clwk the Select munaped or sther existing sarnge todio butien.
1 Elick Brawse
<b Fram the Seaniga Pools navigalion pang an e lefl. clieh divk FileSystem Dircctory.
d} Click Nuw Valwme.
A Credte storuge volums window uppeers.

L3

Enlec a home far she sinroga volume.
hooge rew [om tie Forman drop-town It

=
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2 Enter the Masimum Capucity

1 Click Fmish.

i) Clieose (e volume (hat you created and click Cheese Volume,
11 Elick Forward,

The Ready 1o begin tie dnstiallalion screen appears,

Step 6 Theck the Costomize configurutivn before install cheek box.

Step 7 Under Advaneed aptiors, choose the masvtu p us the souree for the inferfice. choose Bridge in the Sourec mode
drupi-down lisL snd click Finish

a) [Optwnel} Click Add Wardware o odd sdditivnal NICs.
Choose mugviap as fhe Network source ind viriu as the Device model,
by Click Finlsh,

In the Victual Machine screen, choose the didk devies ppd under Advanced wd Perfornance Drptions, chaese the
follawing options. ind click Apply

Flold Value

Dhisk biss Vinl

Cache mode none

10 mode notive
Step 8 Click Begin Installatian 1o insta] Crsca 1SE on KM

The Cisca ISE installateon boat mwenu appesrs.
Step 10 Al the system peampt, enter Uta choase a monitor and kevbeard pore, or 2 10 chosse 1 console port, aad press Bater,

The wnstaller starts tie inseallufion of the Cisco 1SE software on the VM. When the insealiasion process finishes, fie
console displays:
Type 'suecp' to sendiguie voul sppilance
Tpeaihesty
Step 11 Al the aysiom prompt, type setup und press Encer.
The Setup Wieard uppears and guides you trough the iniial coatizumion

Microsoft Hyper-V

Create a Cisco ISE Virtual Machine on Hyper-V

This seetion deveribes how (o create a new virual machine, mig the TS0 image fom the local disk 16 the
virul CODYD deive, edis the CPU sestings, und irstall Clsen 1SE on Hyper-V

S

Nete  Clago ISE does not support the use of Multipath 100 (MPICH. Blence, (e installation will £ail iFvou sre g
MEPIO for the VM,

Giacn Identity
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Figusa 1 Erwnte Neiw Virtusl Machioo
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Stepd Click Mewt 1o custoan iz the VM configurtion.
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Before you begin
Drownloed the Ciseo ISE 150 imupe from Cisea, com e your Loca] systen,

Step 1 Lol Hyper-¥ bamiger on o supparted Windows server.
Figure 10 bigper-¥ Managar Consufe
T T T T T e
Wirtunl M s — e “
e [ L e U SR,
Rl L T
Luspont
S
.
| ol -
s i
i - |
Siep 2 Right-click the VM host and elick New > Virtual Machine.

.__ Chiea Mandily Services Engimn installation Gulde, Raliuss 31 s
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Figure 32 Mews Wirtaal Machine Wisard

—
H Before You bein

i - v af) g ] A T IR 5 SO0 8 Tl PSP P, A
Soeafy enesnnen o
asai ey
e wiieck i | 2w i,
Canmectvrtusl nied bu:
Inaladasan Cosens
dumerary

(71 3o nait whaw s page agan
| |

Step 4 Enter o name for the VM and {eptionally) choose a differens path o store the VM, i click Next,




| naciriona! instalintion taformasion

Steps

Figuas 13 Spacily Nawe ane Locatier
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Click the Generntion | radio bition and click Next.

I you charose 10 ereats a Genentlon = ISE VM, ensure that you disuble the Seeare Boot aptian in the VM seftings

= 2 . Cimen ldontlty Setvices Engin installssion Goldn, Kalase 11 [
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Click the Lastall an operating system from a beotable CO/DYVD-ROM radio bunon,
ul From the Media anc, click the Image file {Jso) radio bunon.
by Click Browse to select the 1512 50 image from 1he focal system and click Next,

B croue u iz (SE Vietiu! Muchine un Mypard
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Step 11 Seleer the WM and edit the VM scttings.

0} Schect Processor. [inter the nimber of virtual progessors, toc example, 8, and click OK.
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ect Lhe VM und click Canneet to laumch the WM eorisabe. Click the siarl butior 1o 1 o the Cisew ISE VM,

s

Addisional Instaiiasion information
Zoes Taveh Prasaiuning [l

Figae 23, Chsco (5 netaliation mane

Satus Running

Step 12 Erter 110 instnll Ciseo (51 usimg 3 keybonrd ard menitor

Zero Touch Provisioning

Zere Tauch Previsianing (27P) refiers 1o the uninterrupted 1 mech Ir Clseo ISE
instulatian, pateling, hot patching, end mfmstisenre scrice cnabberent withous manual iherven o

ZTP Is enabled in Ciseo 155 3.1, We cun levarage this feature it Wy waions;

* Mapping dmg file: This i< supperied i Vieteal Mich ine (N st fostallatons, applaances, and
OVA installations. |t contains mandutory parmetors sich as heatrame, |1 Adress, 1 Nutmask, [P
Defuult Gatewny, DNS Donain, primary name server, 7T ser + ESICm limezane, SEH, wserame,
and passward, Optional pacametens such os 1PV patch, ot patch, services, and repasitony detiils cun
alse be configuned, For mare imfomation, sec 219 Confl puration | :

* VM User Dt This is supponted inOVA istullation and %M sutematis msthlation, [t is supporied
when both img and weer datn are contigured, 1t vonl mailitury purnmetors such us hostname, [P
Adddress, 1P Netmask. 1 Default Cratewny, [INS Domain, Irmary nome server. T seever systerm
fimezone. SSH, username, and passward, Optisnal pansmeters sl as [PV, putch, hat patch, services,
and reposstory details cun alse be venfiguned. For mon: imformation see Vi 1

 Sarvices Easine Install

e

Adcifinnal lastakmin Informatian |
@ Crante & Class [SE Virtual Mechine on Hypany I

Figan 22 Srart fiw Ciaro I5E Vg

The virtual machine ‘ise-vm1® is turned off

To ctar the witial

The Cisco ISE installation memy PERETY,

J Claco iduntity Sarvitm Empine hata tntice Guide, P ease 11 __ =t B -

Agdiiin anl lnsallalies wlormation !
B Astoesstic fistalinkan in Virual Masking

A

Mata TITP, HTTE HTTPS and NI'S repositories ure supperted tor inatallation of hot pitches wmd poiches on Caso
1S as part of the 217 flow, The repusiieries created st thee 278 ave will not be visible or wseble tram
the Ciseo 1512 U],

Belore you begin

* Fue ZT1 10 trigger instablation autemstically, 416 seril cnnsole 1 hould be ermbled for both the Y8 and
the applianee,

= A ZTE configuration image file is peguered.

The follewing seetians provide informution about ZTE

Automatic [nstallation in Virtual Machine

The foilowimg sib

s provide inl: ELLITETY dullation in the VM

in Virtual Machi

Using the ZTP Configuration Image File

Stop 1 Log an to the Wivdware client,

Note Foran existing VM sclug, perform Siep 2 ta Step 6. Fora now VM setup, godireetly w Sep 7,
Step2 Forthe VM 10 enter the BIOS setup mode, right=click the VIV and seloct Edit Settingy.
Step3 Click the Options cab,

Stop 4 Click Boat Optians, and {0 the Foree BIOS Setup arcn, check the BIOS cheek hox 1o enler e BI0S B RoPBET
when the VM haas.

Nate Youmust ahange the ionware from BIOS 1w EF i the hoot mode of Vi settitizs to bee GPT panitions
with 2 TH o moee cupagity,

Stap § Click OK,
Step & Emsure that the Coardimetied Universal Thme (UTC) amd the comect bowt arder are set in Alos;
w1 I the VM s tutmed on, o e $ystem off,
b} Tt om the VM,
The system enters the BIOS setup mode,

<1 ke Main RIS meon, waing the arvow kuvs, navigate to the Date and Time field ond pross Emter,
dl Enter the UTC Greenwiel Mean Time (GMT) time rone.
This tie e setting ensures that the eepocts, bogs, wnd postre-epent log files troa the wasiens nod:
deploymient are always syrehronized with ropand o the tine Heumps.
e Llsing the wrow keys, navigats to e Boot meny anyd poess Emter,
1 Using the arrow kevs, select she CR-ROM drive and press +to move the COMROM dirve up the onder,
2} Using the amow ks, navignse t the Exit mens ond choose Exit Swving Changes
b} Pross Yes 1o save the elianzes apd exir.

B Cisco Wiantty Saruices Eaine Intallaion Guide. Relnase 31 =



| Atincat Inatninn Infwrrintion

Steg 10

[aneet thie Cison [SE aoNwire DY o tbe VM wire ESXs hot Tty CB VD drive,
lnseet the TP comfnmation imepe file b 4 seeendory CIMGVI dHve.
Tute rm the ¥M.

When the TV boows, the comaole dlinplays the Tollowing msunge:

A-Lora
Eaaglainle
151 2iten
11
it
i
|4 H
FOLOT Baan spEiun g wress
BesL;

Hota Prersing Edter without coreTing a bovt otion daes nat rygger Mstalindon Lsing the hard dink aption; it
triggpers LT troem Lliseo 185 3.1 onwurds.
Aftet 150 seconds, the booiup process wiar s il L2 pi iviles. are mal.

Howr * Insiallocsen Yogs czn be inemitored only Uiraugh 1be a¢tiu| consois bocawss ZTD wosks ehraugh the serial
tonole. 1 cam ba maailored (rom the ¥ soosole afiet dhe BeUP proega (s duwplayed,

= Adter the Cisto [SE wivices are Wi wou Imuest manually eunoun the TP ooalifalion image (il
Irom I CODVD

Tabkverage LTF fromaciup prwmpr (whick [§ inatalked thrnugh kevbourd option [l wetup) perfarm the Gllowine
wepx:

1. Inuall Cisco 1SE monuwlly 1l sdup i hrough Boot upticn | or 23 and creste the ZTE eantiguzation onage fike using
Ihe shove plopa.

2 Power affthe VM and inap e ZTP canfiguralion Imags Nk 1hat cevaled jo b CIMDVID dyree.

3. Peweeran e VM. The solup downts are picked up dom e ZTP eoniigusation (s tha i eappod L the CIVOV[Y
drive,

Traublexhonting

Ivsue: T e Ausmalic instolfulion in the VM § iggerad withaul mapping wmg ks, aftcr |50 scconds,
installarion i siggered und instullasion fuils =i g Rl i s mapped 13 the COAOVD drive,

SURELIUTAT L draur Ta PSS LR B IMPIPTEI. Autenatll 1AATaL15kD R flaw

©oodD and attach Ine PEETE ITP conflu.cabion Leage wo cnouse BAw g in

Snlution: This stror mestage is seem only throu gh the acriat somnle uhel mat vn dve VAL consale, ITiL happoms
o dn exieting VM whane Coen 1SE i alnzady sl led, hard disk will ret ba farrmatiu] at this stote and the
cxiiting VM o be tocoveed by pertarming there stope; ¢

1. Turrung off'the VI

2. Tuming on the ¥,

1 il ol n e Sipra i

¥

FE

Step 18

Stop 11

At oo i Vicvead dlaching Liikg v inorDes. [l

) Uaing the arrew ke, sodect the CO-ROM deive uod pross + . Moave the CD.ROM drive up ihe order.
EV hing the arrow Ry, mavigaie i ba Bl meny wid chooe Eail Faving Changes.

B} Press Yeu to save Hie changes and exit,

Inserd 1he Clsco ISE rofiviare VD ima 1he Shlware ESXi howt pricnpy COFDAD drive,

Losert the Z1P vordiguration image filg inko o seceadary CDVDVD delve,

Confare the 357 Uner Dacs dpthona

Han 1Mok iy, fite 2md WM st data options ane conligusedin the VI, the mer dal uptions will Be citwidered

Tumn ot the WM.
When ihe DVD bowia, the conspk isplay the Fallowing fitdsupre

Marw Pressing Ewter wuliow entering a boe optine will nor iwipger the Bt laion sy dee lvard divk o0 i
il wrigger ZTF from Cieco JISE 3.1 grrwords.

Adber 130 soogndy, the bostup proves izally aorts if the AR GFe et

Now * irtetallation legn can by moitonsd oy theouph L serut sormsole beoase £T7 wosks thraugh the gy |
cediayle, [t cuts be monitensd frem the VM cansols zfer e FOau poempt i <l iap loyed.

~ Adber the Ciime ISE services an stastizel, you mue musully smameant the XTP canfiguration irage file
{ram the CIIDVD).

Te levernge VM Laer Data eptios from Ietap prompd (wlleh i Instating througl kepboord opiinn 11 sehap),
periorm the folloring ateps:

1. Insalk Cinco 15E manually ol| sarup tlirough baot option | ar 3,

2. Poweroff the Wi,

A, Contige vacs-<dola uption mentoned ghowe,

o Iver on the VAL 1T wetnp deailh will by picked fraew the Wi ORI,

Troubiesh oting

Tasue: I invalid xeelip detuits arc oniered in die uzeT dota opte, AT inse | oo ik Sropdaeel and tha allomang
maeduge o crapluyed an the Vg Ciewole:

Slece TET Inrralidrion Fuilos

Ml dacal i wipreintin |

B Artannic besheiotion in i : at Ot

. Prossing aption 5 bwst fren lird disk wihin 199 wocands w Toad the cxpuling VM.

Tecme: I0ohe aotup details are invalid i the conli e, ZTF uwiallation i stupped and the Tollewing medhage
is displuyed on the VM Conacks:

BELeY] Lynz with AT cesvol faaled.

Fliezs Ans Shtip demalln o paur reefIguias b 1Eads and Ichnol Concn 268

v Prapes UK perfigueat.an

Solutlon: This can by resulved by perfurming the ol lowi g ceepa;
1. Crunte  hete configacation img fle with valid detils.

* Poweroff the WM.

3. s the new valid imuge w the COMOV D drive.

4. Pewer on the VM, Lustaltari an wil] began from .

Automatic Installation in Virue! Machine Using VM User Data

Stapd

Stop 2
Siepl
Stp s

Step 5
Hop b

Lag e 1@ the Yidware clizne
Mos Foran exiuting VM rotup, petfore $iep 2 o Step €. Fot w new UM sctg, o disectly o Step 7,

" Far the VM - eniley the BIOS sewap avade, tight-click the YM ubd select Eelgr Saftings.
Click 1B Omtdons rab.
Click Baag Qpilans, and in the Farce BIOS Hitup ang, ¢hock the BIOHS chodk bom 10 eper he BIOS wUp SCroof
when the Vi bomg,

Mate  You it ehange the firmowar (ram BEIO8 10 EET in the boat made of VM sevtings 19 boat GPT partitions
With 2 TH5 0f mure coguacity,

Chick QK.
Ensuee that the Cuerdineted Univereal Tine (UTC) anu the eermsct boor orda wre sct i BIOG:
) 3 e WM 19 o o, Lurn the syslem off
b) Turava de WM
The syutem eneers ¢ BIYS setup mude.
= Eo Uk Main BLOS wieny, using he e ks, nalgoke b he Tate wnd Time ficld ad pross Enter.
Enber Lbe LFECAS roenwich Mean Time CLM T timw zooe,

“This titue rong setting casewad that the reparts, Lngs, unad posture-ngent log files fam 1he vorious nodds in wour
deplowacrd are abwanes wynchron ged wili rgard to 110 1 dldamps,

4l

7

Using duz amues keya, navigalc 1o the Bugl memg and prews Enter,

Enipirrs It Dt Guicie, Pl nne 311

At Inpank on Infomruedinn |

W Avoriatc nulinn in Anplmacs
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om0 RILA T Sarusy fallnd.
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Seluibon: This it be rexobecd by perlomming the foliowing siepa:
L. Povwer off the ML

2 Updae aser daes defarly with valid data.

3. Powiet én the VM. Instalaten wil] bepin Gon sequp.

Automatic Instalfation ir Appliance

Thve foll ewing nubscigions providy it ian about B i e uppli

Siop1
Sepl
Step 3
Stepn

Step S

I Claco laeeley Bomsarc o Insdntlaziun Gl dn. Aoleaze 2t

de [nztal la%ion in Appll Using the ZTP Cenfiguration Image File

Lo in s the SMB Appflance.
Fawer ofT the e,
Chooe: Cotmpilte = Kemote Munagemani = Virjual media.

Map ihe Clseo ISE paftwies 150 and the 2T1 cunflpuation image Mile to the peimary COVDVD driva and secondary
CTHDYD driva,

Tower on tl el
When 1h apptience boots, the consolc dorpluy e follirwing n1essage:

e e ol ML L Ly
ul Zuhealst
IFeybes ra Mk

P Gonfiguratlze Seriil Zonzelal
Adter 15 socatid, the bosup process ically siarls i the uikiles aro mel,
Kutn « ZTP works on the SNS Appliance theough Wi only.
* You mose mep de atmy flle in Vmedio belore mapping the 150 fle,
Inaallabien lops eag be menliased thraugh the sensl e 4R ZTP works only Ll hthe seria] coneole,
W can be manitarad fram e KM consale aller die SOUp prompl is displayed.
- A i ion i appd 1x supg oniy with (e irag file forms.

Yo leverage ZTT Crnm Seup mroanpt (whick L udatlog Ceromyht koyboud option fl artnp) perform the Bilowiog

stepaz

1. Install Civee 131 memacdly Gl sctup fehtough boat epeion 1 o7 23 and erelic (o 217 eonfigurotian imags Gk w@ing

e yherre nfes

= Puwer e the host wed ooap the 2T conigurion imuge fike Lhat 15 created, w e CD’EVD};&VM
el




1 Additional tnstaltasion Information

Triggar Autematlc bstatintion using U5 LA [

3, Power on the bost, The setup details should be will from the ZTP configueation Gile that b mapped 1o the COIGVI

dryve.

Traubleshonting
kssue: I the i imsall i thy i

is el grered withoul mappang img file, after |54 seconds.
Tails saying, smg Tl (8 noe mapped (o the COANVD drive,

Hasion Is triggered and

MTesaR1e Inscallation riow

S3nn ABA9E 9 cronae mantas BRok e

Broseel,

Solution: This can be resolved by performung the following steps:

L. Turming off the WM™,

2, Turming on the V.

A, Pressing option 5 12 boot from fand disk within |50 seconus 10 lead the extsting ¥,

Essaes [ (e serug derails are mvalid in the config fle, 2TF instaliacion s swepped ood the Tollowing messige
i dinplayed on the KYM Console:

Errart Tyme with KT2 asirer fotled,

Thozk the seeop da

LN YIuD COonZimuiation ipase ard Leboor c

wlbn prnpme ITP annflaueat L.

Salution: This ean be resalved by pertormng the fallowing steps:
B Create o new eonfiguration imy e with valid details.

2 Power off the VM,

3 Map the pew valid image to the COTVD drive.

4, Pawer on thie VM, Installation will begin from serug.

Trigger Automatic Installation using UCS XML APls

st llali

T ebgger nudocri
1. Getthe login sessson eookic for sathent cation
2, Map e Cisco ISE [30,

3. Mnp the Conliguration Image file

i Sl (he COROM ot lirst place mi the bool arder,
5. Enable the Senal Over LAN {SOLL

o ey Swrvicen Eagine Insiallntion Guice, Felonse 51 [

| Avdiizeal imsaiiatice Fomason

Trinyar Automatic nsisllshon wning UCS XL AFte [l

e TGRSRV TR RO S PR EVARS

A

'
 lcanazan Mo
Reaponaes

goonfLacon i dn="
coolieameredl sooks

<olrEoRiin>
“enivR el sMap

T e A = CORE TG T
By* pnapongirstymeth

~IHU" map-nEen

snlumetiane ="

statuss"craatan™ s
#lautCansios
<iconfLalenEros

Step 0: Set the CORDM at first place in the boot arder

Maps the Cisea [SE 150 Ale thar will be preked lar imstallanon while power resiar,

DElgmmerRal con
Tue” dpeT o rack-nnde— o bt -t

£} tV L
Ara®aynd rank=uniLet fpant =pal

HResponse:

B T P e e TR T

nElg>

<lalioet Dl wne Ayl L ekl
- Atatus

=lrpont-pelzcy® name=’
i fiwat

«faont Lgcanthes

Stap 5: Enable the SOL
tinables the SGL 10 view ietallation logs via telnet.
Request:

sconfintondits coakice'cisal sookien!

dri=Vays lrack-unik-1/ael-L0 "~
<lntanfiar

wAnllf an=fsymsract-ontt=lisgl=tF! adningtates
wliatant i

RECEE T B g

Additionnl Insiallatson information

tinn uslng UES XML APl

6, Puwer restict,

7. Logout

APLURL and request header ase same foe ol methods:
APIURL:

a_ansimr pedise

"applicattor xel"
fen | = *anelisatiandpels

Stop 1: Get the login sessian coakie tor authenticnti

“The acalagin muthad is the login process erd s required 1o bepin o vession. This serion cetablishies the 17T
{or HTTPS) sesslon berween the elient and Cireo IMC. This session covkle will be wsed in upcoming requests

1o mainialn login sesion.
Request:

Gamnkogln Latanc="adnin

LhPassvnid='

Runpmne:

fanalaaie

SrPrlvat : > wimantonlng
Stap 2: Map the Cizco ISEISO

Canfigures an i8E 150 file un o vMedin Volune.

Reguest:

ST LTt Shub e e pe | Caie e b e oy Ueean et e = TR T

wragchien b=t Zales" -
tax
doaPpAinaisap. aas ey afrteent fnsdlA-sve imman-

(5.5}

Response:
ouriEIgTEneIn dn=Re e Fyuce et Ao e ey Furape 15_1867
rontlowterant cnarlest e epananetets

SOUTCUNT Ly

Blunedare=" 10K 1LDY map-Tarat

SYC UIRAD =TSE] 2. srarusa® Craatud fa

Stap 3: Mep the Configuration tmnge lile
Canfigures o configurtion fmage a3 2 vMedia Valinie.

2% ENLUal e ahlariod=mi0ns

[ Cisco kantiny Sevicos Ensine st luticn Fvlvase 31

[ Vhonue Autematie bstafition using UES XML AP

Response:

2eting

cen e et rack=ynitel fsol-1I" cockinm?vcaal oeokiant zas
<auzConfias

=LEN pdnlREr e s e taah ¥ e =

Step 6 Power restan

framk=unli =14

irent Lydan Me>
Respunse;

SupnfiaToni dn-
it Ly

e
KA® amare

Stop 7: Logowt
ity the sewsion.
Requeat:

Smaklenast

reep mett quts

neze “lzaakarants

LOrTABPR Anede]

ilo

For move informution on UCS APD methods, seer

v 2406 O IV i o) sy Cloony I g o o

Addisional Insiallesion Information |

#ALRANL wEH

i

B Cisco kianti Guise, Relnuse 31 B
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ik Arsomuiie bamllafion [

OVA Autamatic Installation

L Tublvwang sections provatle | ion abaus icl ion unming the OV,

Sp 0

OVA Automsatic Installation Using the ZTP towdig Image File

Bup

Shp2
Stap3
Stapd

Slopf
Slapt

Shcs
Step

Lot 12 40 the Vilwaps ¢f enr.
Mata For an exasting VM »etup, petlorn Step 240 Slep &. Far u aew Y6 sesup, go direclly i Siep 7.

Tar the WAt emer fie BIOS Gt ek, fight=click the W ond sclect Edit Sonlings.

Cliek she Opranm .

Click Evar Optiens, and i the Force BIOS Setup arco, chisk the BIDS sk box v e the 2106 Heilp Acrech
when dhe ki boots.

Haie Yo it chunpe the titrwore trom B1OS to EBT in the bout mods of VM sentings v baor GIT postitions
wirh 2 T or mors caputity,

Cllck G,
Eangre that the Coardingned Uanacmal Tire (T and [l comeel hoat gt ke act in BIGS:

i) g YN s Ltncd on, wee the aysieen off,
bl Turn oo the Vit

The syeian cuters the BIOS setap ode,

) the Main BIOS nerd, uaing the errw keya, navigsit 1o e Dage sed Time feld ung proes Enter.
] Enter the UTCAGrewnwich Mean Time (GMT) vima 20nc.
Thes e o elling cneis Lhat 1he TePOTIF, o, DR pocda:-aget bog iles lrons the variam mode in yr
are b omchonizd wids Tegard W The i dangs.

vy Uming the arrow keyw, davigane 1o lle Bogt tu ond press Ener.

IV Using the areow keyn, nckert the CT-ROM drive and provs + 63 oue the CO-ROM dive up the arer,
£} Using the arvcw keys, Bavigane 1 the Exil nieni amd choose Exit Savlng, Changes,

Ty Presk Yes 1o anve thie changes and ead.

Tongarm abe Cisco ISE OVA fle inte the Yibwarr ESX,

Iretptibie ZTF contlip imope Gk o te prrsny SO0V drive,

Tam on eha vinml machine.

Whan the DL bouta. fhe catel dinpluys the follawig messpe:
AdCapatle LRSTallafion staTes 3n 159 sccona.

ARl le beod cetion
. Clare

Swp

| Ackiion sl b ries wkareanian

Stop 2
Step3
.

Step §
Sep s

Stap?
Stop &

Step®

DY Artarakis [uatingian Uaing e ¥ Uner . B

Note Ear g existing VM actup, perform S1ep 2 0 Slop 6. For a new ¥M setp, gu dincetly to Suep

Fat e VA et the BIOS st mods, rigbtsheck the VM and scloct At Syxthogs

Click the Optierti twd.

Click BostOprloes, and in the Farce BIOS Setup aren, check tae BIOS chevk bax 1o ender the BIOS wCLup sEreEn
when the ¥ hooty,

fata Yo sl ehingre the fimuwute fenen BIOS o EFT 10 the bl mede ol VM <ietings 1o hoot GBT pastitians
witl 2 TH o tre capacty.

Click OK.

Ensure tha the {aard maled Ueversst Time (UFC) and fhe cotrect baat urder are 581 i BINS:

W TE tha Wi L dutned o, surm Lhe syaem all,

b} Tarn on the WM.
The ayzlem enters e BIOS wmstyp ik,

b I e Jlait BIOS meny, ustnyg the wmaw keys, navigsie ta e Duts anet Tl Tl pd press Bater.

4} Enles she VT roenwich biean Tite {GMT) ime zone.
This tune cone scisng ansuros thal the s, bogs. and postate-agant Jog filea from the various rades in vaur
dopéaymem are alnays synchronized with repart 1o e Lins sumps.

@1 Using the armw keys, mavigaie to the Boat meta and press Entir.

1 Using the arnaw ke, s=dec) the CTRROW drive and press + ta mawe e CO-ROM drove up dbearder

gl Using e arner keys, nevigs e Lo dhe Exit mena and chacee Exit Srving Clanges.

1 Press Ve Lo xave dhe chanpes and o

Tmpart die Ciwee T8F QWA tile info dhe Y Mvore BSX],

Configuere the s b e 2 npdiong,

Nio 1Fboth . mmg Mz and W user dal opions stz canfigured inthe YM, the wet dala apdians will be considops].

Toen on the ¥t
Wheh the BT boats, the consely dinpluyn dw fodbewing nucrspe:

iie apdtallalaen slasin in L3 ceooeds.

AL.3A |Ferial
> (eyloeacl K.
Log I5ezial don

Presxing Barar wilwul cnlering a beor ogHion will nut g aer o taliution wmnpgg the hurel disk oo ¢ adl]
Ingger ZTF drom Clisca B 1 1 vnoeands.,

wtw R,

Akt |30 nacendy, the baotap provoes Ely sl i7 e Ll

oty Engiens Inctal o

S

B o

Nots Proaging Exdre wilbau! witerivg 4 bowt apton will ous wigger instu |lacion walag e haed J£id uplian; [t with
irigprer LI fram Ciera 155 3,1 eawanda.

Afer 150 seconds, the bontup process by sturls id'the 17e et

Hetw + Inuiatlatian Jogs can e smenliozed only Weough the serinl cansble bueause ZTT warks thisagh the sevial
carunle. 11 con be monitared o de ¥ eonsole afles thi aciap proclIpl is cepplayid.

* e the 1o IST. services abe atarted. you et mamsally adnont the ZTF corfgusatian image ik
Tram the CDIMAD.

Feleverage LTI froun sciup prampt (which iv | necglied thocush it 1p} perform the Gl

Teps:
1. Ieaall Ciwe s 1SE maoually 1ill salup [tivough $oo sption 1o 21 and ¢tale the ZTP conlguralion image file uking
Ihe ubirve soepe.

. Power ol the Wi
1. Nap the ZTP conligutdion anage ke bt & croed i she CODVD drive,

3 Poweron the Y. The setup detiils willbe picked wp frm the ZTP canfipumtion 17 { b mapped e the CTVIRVE
drive.

Trvublruhaoting

Dwswee: [0 the soiup dataifs wrs invalid in 1be <onlly Nla, ZTP indallation i sopped and fhe Tollewing mesnage
15 displayed on rhe VM Canecle:

LoLprzallation Fallet

Favled.

ERenr: syns with oTh en

A LA aler d=ieuls 10 YOer CAPriGurdbitn image and cessel Sieeo 18k

et prmes ate L aElguanaun.,

Soluting: Tl can e yesolved By perfonuing 1he @ lowing eps:
b Creabe o new coaligerason img (e with vidid dewils,

2 Power allte VM.

3. Map the new valid insge 10 e COADVT deive,

. Pover on the VAL Insu btion will begin tom seiugy

VA Automatic Installation $sing the VM Usor Data

Log joco the Viware cliem.

L TE L LTV U |

BB 0 Cwaigumtion imagy Fou

Nata = Inataliatioit Togs can be | enly though the seml cumsole boause £71° worka trough he sevial
k. 1L ean be menitared (rom the Y84 comeale afie tbe seug prompt s disglayod.

* Adlar doe Ciscn ISE werviets are atarmd, you must masualiy wrcunt the 2TF soofiguration image %
[rom the CDIDYT.

o leveruge VM Lser Lraia opilun froqe segup prompt {which 5 ksialicd dbrough keybaard opiion tll xatup],
perfinton the baltawing stopa:

I Lnstoil Cisew ESE manualty 10 seaup dchrowgh hoot option 1 or 2).
L. Poover off the VM und vanfigun: weordam spion menfichad abave,
3. Porwerron the Y8, The suwp deenile should bu preked feom Vg optioas.

Troubleshaating

Laaue [ invald setigp dhernils ane entcrod in the user datn optios. ZTP Inacallation is wopged and the flloweg
meksape 5 dipliored oot %94 Congole:

e J5E Inabalioilin Dalled

*T W.Gh NTY cercer faaled,

sFaie detalls 3n 4300 somflyarasion ege shid nchowt Sisce (63

Solution: This can by resolvid by parforming the fallow ng seps:
1. Power T the Wi

= Upikale usur daia depash with vailid data.

1. Poower i the WM. Tnsenl lagion will begtin from merup.

SaiTnt i Vet s ZTP Configaration Image File

Creoas (e ZTH con (1 el an imnge e waing the Soreate_rip_[Mage.ah mewrtp.conf be-stplmg command
The seripd can by et ied oo REIEL. ConS, or Ubunt,

Create thy scrigh create zip_ Jmaqe.ch

[YELYTTeT

PR ader phadLmEckibdann s pad b
Lol Lo gurarala aow 2Lp Thagm wivn oW

e

TPl ueatien file as aasay.

opyriahT ol e b Clawo Jraterz, Irc.
ALl Flabta sTemoend,

"
Il
Il
Il
4
4
4

"
e e



| Auidivsonal Inwinllasion Infoemaion
2P Comtiguretion mage File [l

Lmade une below canmand
Canskipydnag ¢ 2p
"

o Ll
tqesles conlin
Lmage=ai
3

R et

nrpary
repats
dg Lf=foovizeso of=5imede ca=li eauaz=1d4d S fdevinull 2351
I [ e2ha 277 -ne 0 1yshen
T cemntion fal imain®

awk *furine Zyih)

arointpath

SpeAta dlnagen

Croate the sample configuration file ise-ztp.conf

v _ma k=24, 255, 2540.0
e Fani Lt s

NETTEE
L L LT TR TR A EE FRE LS 45 |
demain=aless ,com

AT Y_1 e ae o

B e L]

P P Tane] 47
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CHAPTER 6

Installation Verification and Post-Installation
Tasks

= Log In wihe Cuco 151 Web-HBaned Interface, on page 59
= Clrew 15K Configuration Vorification, on page 92

« List of Post-Insiallation Teuka, on page 83

Leg In to the Cisco ISE Web-Based Interface

When you g in o the Crsen ISE webmbused inteslace for the st tme. you will be using te preinsiolicd
Evalustion liwense.

A

Mete W revorrmend that you se the Ciseo 151 user intectice fo pecdically reset your administsior login
pasgwoed,

A

Caution  For security reasans. we recommend that you log ot when vou eormpléte your administative session, [ you
danot log eur, the Cisea (51 webebimed web inferfaee Togs vou ou afher 30 minses of imactivin, wd does
nat save ey unsubmited configaration dats

Eetors you bagin

The Cisen ISE Admin partal sipports the fallowing browsers or the Admin Portal:
= Magilla Firefox T2 and carlier vorsions
= Mol Fircfox ESR 609 and garlier versions
= Google Chrame 80 und eorlwr versions

* Micresoft Intemet Explorer 11

Step 1 After the Cisee 15E applinnee reboot hus completed. Inuneh ane i the supponed web briwsers,

Gisco Y E

e

Additional Installaion teamacion |
B o Dt

NaRpesitery CeREL
LreElbaLy_Napesnls_tens

5 ars mptienal

SRR Al taraz

S% PrROr DIAtAGAl e T-EPALLar 3R, Lanearnl e

VM User Data

VM user duti (9 supportad trom ESX 6,3 und later tor Cisco 181 insullation,

Fhe content of lse-zap.conl should be posted iy the basesdencads tool. Use this toal 1o et e wrwadid string
bt busciduncode, org!

Eneaded basetid String will be entered in the VM with VM user dota in VM Options > Advanced =

Configuration Furnmeters = Edit Configarution > muestinfofseatp = [Value| Base Encoded 217
Conlpuration,

I S G

Instaflation Variliestian and Postdnstaliaton Tasies |
[ Diftermncon Bawaan 4 Adrain aed Wabs-ased Admin Unern Tasks

Step 2 In the Address (eld, enter e IP address {or bostnatie) of the Ciso ISE uppliance by waing the following famat and
press Emter,

BEkpn 4 adrirmas of hoat napestaaning

Step 1 Enler a username and password that you defined during serap
Stepd Cligk Login,

Differences Between CLI Admin and Web-Based Admin Users Tasks

The username and passward thit you confipure when iy the Clsco 1SE seup program are mionded 1o e
used for admine irtive teess to the Clsen ISE CLT and the Clsco 1SE web intrface. The administmator that
Ik access 10 the Ciaco ISE CLI s called the CL-admin user By default, the usemamme for the CLI-udmin
wser i admin and 1he password is user-defined during the setup process. Thete is v definls password.

Vo un fnivinlly aceess the Claca SE web Interface by using the CLl-admim tser's bermame amd password
hat you defined during ihe seiup proces. There is ne dethuli usermims ond parsswerrd foe i webstaked whimin,
The CLInderin wazs i oo 10 he Clsen ISE web-bused ndmin wser datahase. Only the fivse CLEadmun
wser 14 copied ns the web-hased odmin user. You should keep the CLI- and web-hnsed adittia user slisres
symchronsed, s that wou can use the same wername nd password (or both admin rkes.

The Cisen 1SE CLI-sdinvin user hos different rights ond capabililies than the Cisen 1SE web-based admin user
ard can perfomm other ndmismistealive tasks,

Tabla 15: Tagks Performed by CL1-Admin and Wik -Sassd Ao Users

| Adrmin User Type Tasks |

| Bodh CLI-Adlmin aind Weel-Based Adiin * Buck up the Ciseo 1SE apalication dot,

* Diaplay any system, applicaiion, of dingnostic
Jogs on the Cisco ISE appliance.

= Apply Ciseo ISE sollware patehies, mainienanee
elense, and wpgra des,

= Sel the NTF server eonfiguratian,

CLI-Admin anly = Stan and staq the Clsen ISE applicas on salivre

* Reload or shut down (e Cisco ISE oppliance.

* Resel the web-hised admin user it ease nl'a
| oekout,

* Aceens the [SE CLL =

Clacw idnntity Seruioes Eugine inste lutice Guide, elnase 3 _
- a0 i



| Iestatintice Viviticaiiea ang Post-tastallatian Tasks
y Greaten U psel [l

Create a CLI Admin

Cineo ISE allows you 1o ereate sdditonu) CLI-admin user scenunty other than the ane pou erented during the
sctigp process. To protest the €L adimin yser credentials, ereite the minimum mimber of ©1.Ladmin users
neadad 10 avecss tre Cisen 1SE CLIL

Vo can add the CLk-adin user by wing e (llowing command in the conliguration mode:

tavtnane Suddimence: parivacd (plainihash; <passvons ¢ adnin

Create a Web-Based Admin

Foz first-time wib-based sécess 1o Clieo ISE systen, the administenor usemame and password 15 he same
a the CLI-based aceess that you wonfizured durnmg setup.
To uddd an sdmin user:

L In the Cisco ISE GUIL click the Mena jeon 1= and choose Administeation > Syatem > Admin Aceens
> Administrators > Admin Usors,

2. Choose Add > Create nn Admin User.
3. Enter the rame, password, admin gravip, and the other requined deenily,
4. Chek Submit,

Reset a Disabled Password Due to Administrator Lockout

A wdInHUsrAlOr Cin enler an mearreon passiword cnough times o disuble the wccount, The it sl
delilt number of atempts 5 five,

Use these instructions 1o feset the adminmstroe user imsertice password watll the application Fuset-paswd
Ise command In the Cisco ISE CLL 1) does not alTect fhe CLI pausword of the administrtor, Afler you

lly reset the adrmin pasawanil, the credentials are | dustily achive amd pou can log in withe
having 1o rebast he sysiom. |

Cisea ISE adds o log entry in he Adminlserstor Loginn wundow. To view this window, click the Meau lean
f;]md\mﬂmruiumwkmom?‘hpm = Audit = Ad Lagins. The ials for tha
adminisirater (13 is suspesded unti] vou react the pasaveord associsted with that sdministealsr 10,

Step1 Accexs the direct-console CLT und cnrer;
licati pusswdl iae adrini D

Step 2 Specify and eonfim a new pussword fhat |s differcnt from Ui previous two Pasawords thal wene wsed tor shis sdministrasgr
-

1 imstatintion Veridicaiion and Pest-irstallatice Tases
Ustuf Pastnstatisshon Taake ]

Stepd Al the pasgward pronipt, enter the CLIidmin prssward thut yen configured during actug (1ns s wser-defined und there
a0 defult) and press Enter,

Stap S At the system prompe, enter show application version e wad prass Enner.

Sten & Tocheck the stmus of the Cisco 1SE processcs, entes slow appllention statws ke and press Kotor.
The evnsole cuipul appears as shasen below:
|resserint facmine show application status ime

i Lo

List of Post-Installation Tasks

Alter you mstall Ciszo [SE, you must perfams the (oflerwing mundsony tasks:
Tabis T6: Muwsdsiory Post-tirshailation Taks

[Tosk [Link i the Administration Guids |

|.-\pp|y the Lates) parches, il any

| |
Tnsioll Licenses See the Cinco ISE Ordoring Gusde for more |
information. See Chapter *Licersing” in the Cag |
85 Advimistraror Guide Tor vour release,

See the seciion "Sotbwure Paels Installation
Counlelines" in Clupier Mamtuim wyd Manitor in die
Clhivu dSE Audwrinitresioe Guude for yaur rolesse,

Iratallaticn Vorificaion and Pos-inataatan Yosks |
B cisce 158 Cantiguration Vrinestion

Cisco ISE Configuration Verification

There ate two methods tial eoeh wse o diTeren! sel of usemama and password eredentials for verilymg Claca
ISE ennfiguration by using a web browser and Ll

S

Nete A CLI-idenin user and o web-based admin user eredentals are diTerent in Ciseo ISE,

Verify Configuration Using a Web Browser

Step Aflar the Cisea ISE sppliance reboat hus completed, lunch aie of 1he supported web browsers.

Stop 2 In the Address field, enter the 1P addrews ar host mame) of the Cisco (SE npplinace using the Tollowiny format and
press Enfer,

Step 3 In the Cisio [SL Login puge, enfer the wsernsme and prssword fhut you have defined during setap and elick Logln,
For example, entering bps:d 10,10, 10,106 dmins displays the Cisca ISE Login pape.

he IR adtedn or Laee narss ladning

Nota Far fiest=time websbased aeoess 1@ Cisen ISE avatem, the adminisiralor username and pagavwerd in e same e
ihe CLI=based nccess that you con figwred during selup.

Stepa Usie the Cisea 185 dashboird to verify that the opplionee i warking correuily.

What to do next

Ity yeing the Clisco [SE webdbancd user jmterface memas und aptiors, you can configurs the Cisea 1SE system
tu sudt your needs. For desmils an confignelng Cisco (ST see Civen defiatify Servies Egine Awinisteiar
i,

Verify Configuration Using the CLI

Bafore you biegin

To gt the lutest Civeo [SE patehes and keep Ciseo ISk upsto-date, visit the follewing wels silg;
Iiipaziinofiware, cisco.cum/down lowd/Bomse/ 243801 620Aype

Stop 1 After thi Cisea 11 iipn lnnee sehao b Aplated. Inaneh o supported produst. such ss PUTTY, for extublisliing o Seeure
Slhell (S5H) canncetion to a Ciseo 1SE ippliance

Step 2 I the ot Numme (or 1P Addsess| Tield, enter the Bastame for ihe 1P sddeess b dotted decimal furmat of the Clsca [SE
appliance) and click O pen.

Stap 3 At the lin pronipt. entes the C1-ndmin wsermame {adimin is the defuslt) that o eonfigured during setup and press Enter,

T Gizon Identity Servican Eagin insallation Gulds, iesse 21 -

ratallatizn Yorification and Fostdnetalation Tasks. |
B usotPusmainion Tasks

Task [ Link in tho Admnistration Guida

See the sechiun *Cortificaie Management in Cisca
ISE" in Chapier "Basic Seiup” i the Ol 258
tulimisisrater Guride for your relonse;

Insiall Certificares

= R [

|Stv: the seetion "Create Repasitonies” in Choprer

| Crewe Repasliory for Buckups
| | "Maintain and Monitor" in e Caco J5E

Addministrator Gulde for vour release

L

: the section "Schedule o Boekup' Chapter
amtain and Mondtor® in the Clreo /S5
Admimesiraior Cudde for your release.

Iau.ﬁgum Hackip Schedules Ig

| Beplay Ciscw 1SE pervonas

o e weetion *Cisce ISE Distrbuted Deploymen
in Chapter *Degloyment® in the ¢ (54
Aumininirator Guidy for your releass,

] B

i £ Raln 31 !
n-l ¥ Sarvices Eon s iestsinliea Guide. ; al¥
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CHAPTER 7

Common System Maintenance Tasks

o Bund Fihgmel Interfaces for High Avnilobility, on page 85

« Reset o Lost, Fargomen, ar Compromised Fasword Using the DVD, on page 100
* Resei o Dhnablod Password Due to Adiminiatrator Lockout, on page 101

« eturn Material Authorization, on page 101

o Chang the 11 Addreas ot @ Ciseo 158 Appliance, an page 10
o Yiew Installation sl Upgrisde History, on page 103

» Parform s System Hrase, an page 103

Bond Ethernet Interfaces for High Availability

Ciaca ISE supports bonding of two Etvemer Inerfoces into a single virtunl mterface o prov ide hagh avadakiling
for the plveical inwefices. This feature is ealied Network [terface Card (NIC) banding or NIC weming,
Whan twe intertaces ace borded. e e NICs appess to be a single dovace with o single MAD nddress.

The NIC banding fearre sn Cisen 15E does not support load balaneisg o lnk ng prepation features. Uiseo
[SE supports only the high ivmlability feanire of NIC honding

The handing ol interlnces ensures that Cisee [SE servizes nre notallected when there ia:

« Physical imtertaes failure

« Lens of switch pon conpeetivity [shut or Lnlue)

= Sweitch Line ctird filure
When twa inferfiess are honded, one of the miselees beeomes the primary interfce and the other becomes
the binckup interface. Wihen two imtesfices pre onded, ol rafTie normally Naws through the primary merface,

I the primacy interfiee fails (or some renson. the backup interfuce tkes aver and handles all the e, The
bond takes the 7 ardress and MAC address of the primary interlace

When won configtre the NIC bonding feature, Cineo ISE pairs fived plysicul WICs 1o form bonded NiCs,
The fatlowing tudle outhines which XICs can be bonded tegether w form a bonded intertises,

_ Ghso Mensiry Survices Englie lrsialietlon Gl

I Comman Spem Mawiensnco Tasks

Conligurs NIEBandno [

= When you remave the bond berween we isterfaces, the [ sddress assigned 1o the bornded imerface is
asgigned buck w the printary (rterfoze.

= 17 you want to cenligure the NIC bonding feature o o Cisen 1SE node (hat 15 part of o deployment. yon
must derepister the node from the deployment, configire NIC banding. and ther rogisier the nnds back
1o the deplaymenl.

= 1 a physical interlace that vels as o primary interlace ina Baaned (B Edh2, or Ethd inlerdace ) has static
route configured, the siatis routes are auamatically updated 1o operate on the bended imerfoce sz d
ol the phvsical inferface.

Configure NIC Bonding

You can confipure N1 bonding from the Cisce S5 CLL The fullewing provedere cxpluing bow you can
configure bond O between Eth and B aneerfoees

Before you begin

o phsienl interfage that acts as a bockup inerface Car cxanmple, Teh1, Gehd, DS lnberdaces ), o configuned
wwith o 1P address, vou must remove the | addreas from the backup interfoce. The bickup infeclinee shoukd
ot be wssigned an 11 addres

Stept Laog in to Cised 1517 CL1 with wour ndminirtar necomt
Stap 2 Errier configure terminal to cnter the configurathon maode.
Stepd Enter the interface GigabitEthernet i) command

Stop 8 Lster the backup interface Gigabiththernet 1 commirmd,
Thae console Jisplays:

b NdEnIRgr I ar if amrerPane srhl w111 be vencved cnee RIS pomitbng s
YAk wnTt 2o prescedd VN [N

Step 5 Enter ¥ and press Eafer

Boad {1 is now configured. Cisco 155 restarts auosmatically, Wast tar some time to ensure that all the serviees are up and
Tunining suceessfully, Enter the show application status bse command (rom the €L o cheek ifall the serviess are mnning,

vaefanr oy configure terminal

Entan sanfinuzarlan easpands, snc pac Line. Epd witn

Loadwln L Ao igid gigakbi h o

Lsarasipie [ean! wablegipeenacid backup 4 £ gigakitBth 1

Snanging b Aue conflgurdtiah may Gadse 157 seTvages o pastars,

AETH You Wans Ta procesdi TR (Ni: ¥

F Maniaring & Tralkl=skeeling heg Tell

0 & Traublsskooting fio) Froce

TN

Terelee..,

isce [ duniity Sarvipes Engias tastalint an Gulds, Aol 11

Common System Mairtsnancn Tasks |
B supported Praumms

Fanfe 17 Physieal NICs Baoded Togather (o Form an inferface

|cmu 1SE Physical NIC | Linux Physical NIC Namo | Role in Bonded NIC Boaded NIC Namo ‘
Name
| Cigatir Lihemet 0 i Fhil Primary Baomd (1
|<J|gnbn Eihermat | T et Hasckp |
| Grgabt Eehermer 2 Eth2 Primary 1ol ¢

Sigab Uikt 3 I4h Haockup |
Ligabit Ethernet 4 Ethd I'rimiiry | Bamd 2 |
Ciigabit Ethernet § Eths El!n:iup

Supported Platforms

The NIC hond ing (eoture s supporied an il supported platfarms and node personas. The supparted platfoms
el

* SNS 350 und 3600 serfes apphiarees « Bend &) 1, and 2
* WMwaore virmiol machines - Bend 0, 1. and 2 (if s NICs are available 1o the virtizal machine)
= Lonuy KVM nodes - Bond 0. 1, and 2 (i s NICs ore ovailable to the virual maching)

Guidelines for Bonding Ethernet Interfaces

= As Ulses ISE suppors up 16 six Ethernel inlerfoces, ol ean have oaly thres Baeds. bond [, bond 1, and
g 1.

= You cannol change the iverlucss that are part of u bond er chamee the rele of the interfice in o bond.
See the ubowe wble for informoton on wiich NICs can be bonded topethier and their role in the bend.

* The EIME interface acty as both (he manngemsent inerfice as well us the runnime interface. = “er
iterlioes act os rustime inferfsces.

= Befone you ereate o bond, Al primaey mierfee (pranary N1EY most be assigned an TP sddress. e Sthi
mieriiee st b assimed on 1Pud saddregs helare vou encate hond £ Similarly, befors you creaie bond
1 2,802 and EFihd interfices st be aesigned an 10 or [P adidresa, respeetively

* Hufiore you ercate a pond, if the hackup ingeriace (Etul, Eth3, and EhS ) has on 1P uddness sssigned,
remave the |1 address froms the beckup interface. The backup imerface should not be pssigned an 1P
address.

= Wou gan choose te creute anly one bond (bond 0 and allow the rest of the imtertaces 1o remam os i3 In
this ense, bond 0 aets ay the miragemeill interfoee and runtive intérace, asd the rest of the interfaces
et as Aintime intertices.

= You can change the 1P adines of the primary interface ina bord. The pew 1P address i psslgned wo the
bonded Interfsce beoanse itassumes the 1P sddress of the primary imerfoce,

sian Guid, Anlease 1

[ Cinco Mentily Snnvicas Engine In

Lomman System Mainienanes Tasks |
W Vority NI Bandies Contiguratian

Aropping 1A AD Crndantor, ..

MLLR Sess.an DALABAWS. .

Lioey Procosssii.
- R o

Uehio ABELATAT LGS AEALIE bas !

T verity if NI bonding fearure 15 configured, 1 the shaw runniag=config commin! from the Clace 151
CL You will see an cutput similor to the fallowing,

I the aul pt above, "hackup inerlacs GigakitEtherme 1" mdieanss that NIC bonding b configured on Cigsbi
Eihcrnel 0, wath Trigabit Erherrct § being the pranviny interlvee ind Gigabit Bilemet | being the backup
interface. Also, the ADL-OW confipuranon docs 1o dmplay an TP address on the biwkup mterfisee in the
runping sondip, even though the prmary and buckup imterlaezs effectively have the sume 11 address.

Wou cun i lso run (e show interfice commund to see the bonded misrlices.
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Remove NIC Bonding

Usethe mo faem of the backup interface sommand ta remove a NIC bund,

Eolore you begin

Stap 1 Log inta Cisco [SE CLI with your adminis ratar secount,

Step2 Enter configure terminal to enier the configuration mode,

Stop 3 Enter the interface GigabitEthornet 8 commund.

Stop d Enter the no backup bnterfuce GlgabiEthernet | command
Hatire: henasa [ntarface Basd O hds beon ranewed,

Step 5 Enter ¥ and press Enter.

Teord 0 is now remaved, Claco ISE restars mtomatically. Wair for some dme o enstre that o)l the serviees are up umd
runing £ully. Enter the show statiy i L frum the CLLw chick iF all e services ane running,

or Ilpe, A wbith Swrrnok,
lizenfigl o interface gigabitEthaernet O
N0 ia~Rlaanichinarnos) ¥ Re pnckup Lnoeeface §1gaRIELornaE §

LomETiices Lo restaee,

rina s Teo

W fellngter, .
1407 & Trouble

LY Lan FIaCRsATL. ..

Jel Datakasm,

aarssLing Srasien Databasa. .,

1ty Bervien, .,

otliy Loy Proce
CEANg Loy elleseng

B etiaw aprdbentlon statie Lae-
b verify all prosesces wre \noTusniog alate,

| Comman Sysiam Muintenancs Tasks

_— ek ket [

Bummnra|
VUELEY pazawbLd s

fimve shanye apd penmoti (4085

Siem Enter the number correspoading w the dmin wger whose prsswoed VO WIHIE 10 Fusg.
- Enter the new pussword und verify i|
S e ¥ to save the el ges,

Reset a Disabled Password Due to Administrator Lockout

A odminisizalor can enler i nearreet passwird erough times 1o disable the account, The Mt and
defull number of atiempls is fve.

Use these instruetion o resel the ibminkiraier wer imerface password with fhe application rescl-passwd
bse enmmand in the Cisco 1SE CLT, 15 does nol alleet the CL1 password of the edmimatrmer. Aller you

by reses the udmin l, the ereaentinly ure Tirtury otive wid you can log in withour
having te rehoar the ayatom, |

Casco IS adds o bog cotry in the Adminisientor Laepins window, To view s window, click lhe Mena ican

{5 and choose Operations > Reports = Reports » Audit > Admi Logins, Th o Lt
admimstrator 1 s suspended until you reset the pasig rd associated with that adminiserator 10,

Stepl Avvess the direet-comsole CLIaid ener;
upplicution reset-passwd ise addininastratar 10

s bt were sed for this slministrator

Stop 2 Spevity and confinm a new p 1 thiat 1w it Trom the previ F
1

Epk=l new pamewsed
Conkiem nee Taczvards

Pasrword reset suuuspnfully

Return Material Authorization

I cane al'a Beuen Matenal autkorizaion ARMA ) i you ure ceplicing individual COIPeRenis o in SN
server, be sure (o relmage e oppliance sefore you inktall Cisen 1SE, Contiel Cisen TAL for assistnrce.

[ ¥ Instaflation Guide, Rakssss 11 q

Common Systom Maimunaneo Tasks |

B Roset o Laat, Forg or Sumprimbsnd Passward Ualng e DV

Lse i n e L =G Ana B L R net | )

Reset a Lost, Forgotten, or Compromised Password Using the
DVD

Bofore you begin

Wikt sty d the ol luwing lated that ean cause a problem whan
attempling 1o use the Clace ISE Software DVD w start up a Cisco 1SE applisnce:

* Yo have a terninal server assoeioted with the serful consale connection o the Cises 15E applinnee thal
{5501 10 @XEC. St it 10 w0 exee allows you 1o use i keyboard and video mediior contection and o
senal cansole connection,

» You have a kevhoand and video moninor conncetion to the Cisce 1S5 upplionce (this car be either o
remaie keybaurd and 3 videa monitor conncetion or 3 VMware vSphare olient console Contection)

* Yo have  serial consule consection e the Cisca 1SE appliance.

Step 1 Frwiane that the Craco ISE applince s powered up,
Stop 2 Tneent the Cisew ISE Softwars VD
Step 3 Uk the arow Kevs toselees System Uiliges (Seriul Console) 1 vou wse & loeal seri] console pon cermestion or sclec

System Utilitles (Keybeard/Monitury i yu use s keyboand aad video moniier comeation t e applince. mnd press
Enter.

Tl wynten displays the 150 utilities giebi s shown below,

At Ll

Entel aption T o 3

Stepd Eener 2 te recover the adnninistrator password,
Thie congole displays;

@ AUE-08 aanirlatrater,
nistiatels will be lisred, 1o cancel withous
16 Quib and Feburn Lo the LLi-iLies mend,

rrune chotge Ustween (L = AT o q be Jute 3

“. Gonce bl ety Sarvive Engiem bewra latise Guice, Rl muse e =

Cemman Systam Mastonance Tasks |
B caseqn tho 1P Address of n Ginca (S5 Apphance

Change the IP Address of a Cisco ISE Appliance

Before you hegin

* Enaure thal the Cisco ISE nods s i o swndolone statc helare you chunge the IP addeess, I the nodz is
part of o disteib deploy detepister the node frem the depl and muke it it node.

* Do pot use thie ne ip address conimund when you chunge the Cisco [SE applinnee 1P oodness.

Step? Lag i e the Clace ISE CLI
Step2 Enter the follewing commands:
@)l confpure (erminal
by inverface GlpnbitEthernee o
e} ipaddress new_ip_sddress new_subnet_mask

The system prompts you far tie 11 sddress changs, Ester ¥, A sereen simitar 1o the tollow ing one appeors,

Seuslon Balebase,,.
Sewmidn Talabase.

les %
ificate Anthoclcy
Hendturing & Troutles)

allédny. W "show ap;
S wre dn o cunmiNg ATars

leatien status sawt

Ciseo 15E proimpls vou w restan the syzem,

Stop 3 Tnter ¥ o restart the systam

&l Exncpiess Brusaal idn, Finlmuan 31 B -
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View Installation and Upgrade History

Stop 1
Step2

Civen 1SE provides 1 Command Line Inierfuce (CLE command w view the deiale of instllutlan, uperade,
and uminstallution of Cisgn IST releases and patches; The show versinm history commod provides the
i lowi g cletaila:

= Dple—Dale and tinse o1 which Uhe Hati instatl was perfonned

= Applration—Cisen ISE applicution
+ Wersion—Vendon thun was instslled oy removed

» Ation—Instaltafion, Usi Pateh nstullati

ar Patch L 1L
= Bundle Filename-—MName of e bandle that was msialicd of renmved

* Repository—Repositocy (rom which the Ciseo ISE application bundle wis insialled. Mot applicabie far
uminstallntion,

Lusg i %0 the Ceseu 1SECLIL
nter the fatlowing commund; show version history.

The fallawing oulpul o ppeais:

fnsfamnind show verslza &

Eratall Dater Pra soe 36 01:

Lmr it nd

Perform a System Erase

“You can perfonm & systom emse to scourcly ersc all 1n:’.|rmn||m lmmynur Craen ISE appliance or WM, This

oplion to parform a system erase hat Cisca ISE with e NIST Specin] Pubdication 80084
dart destruenen siandards.

Before you begin

Mtk sure you und 1 the follow telaied conditions thut con cause a problem when

asternpring 10 use the Cisco 1SE Snﬂwam DVD 1o stan up a Ceco ISE sppliomee:

* You have o termina] server ussociued with (e serial conaale comneeion (o the Clser 15T opplivnce thyt
i et bo enee. Seltmg it o evee allows vou 1o sse 2 XYM consection and o seriel console connestion.

Cisco lduptdy Services Eagin Inetn|lasion Guide, Relense 30 .

CHAPTER 8

Cisco ISE Ports Reference

« Claca [SF All Porsuna Nodes Pors, on page 105
« Ciwo ISE Infrmmecture, on page 106

= Clina ISE Adriitistration Node
= Clsca ISE Momton ng Node Fors, on page 100

= Cisca ISE Poliey Servioe Node Ports. an piige 111
« Ciscn 151 peind Serviee Parts, on page 115

« QTSP and CHL Service o
= Cisco 1SE Procoawes, on page 116

= Required Intermet LIRLs, on page | 16

th, on page 107

Lon pupe |6

Cisco ISE All Persona Nodes Ports

Tuble 0 Porty dhaed by AN Moy

| Cinzo ISE Serviee Ports on Gigahit Ethernet 0 ar Bond | Ports an Other Ethomet Interlaces
[} (Bighit Ethernet 1 through 5, or

Band 1 and 2|

 Beeplicution and Syachronisition = HTTPS (SOAP): TOPM4I | —

= Dt Synehaonizlun’
Replication (MGnups);
TCPA200T {ilabaly

| = [SE Messaging Sepvice: SSL:
TCP/ERTI

= Prafiler Endpalnt Chwnership
Swnchronation' Replication:
| TCRIOITY

Cammian Systeen Malniwnanos Tesks |

[ Pertorm a System Eress

Step 1
Step 2
Step 3

Stepd

Step 5

Step &

= Vou heve a keyboord and video monitar (KVM) etiun tw the Ciseo 15F appli

1 Tthis can be either
a remarie VM or w VMware vSphere client corsole conmectian),

= ¥ou have o serinl conasle connzenion 1o the Cisca [SE eppliance

Erisyre that the Cisco ISE appliance 15 powered up,
Tnsert the Cisco [SE Salware DVTX
Ui thie arrow ieys to select System Utilities {Serial Cansolel, and press Enter,

The system displaye the TR0 utilities meno os shown below:

Rysilapia lysten UtLLLEless

Enter 3 1o perfonm o system erase.

The console displays:

N OTHKE U TO N WIS
WO LONCHEM BOOT AND MTLL ARQUIRE A We-1MASK mHOW 1
AL YO EIE P00 WART TR OSTRTORINET N Y
Enter ¥,
The congele promais you with anather waming:
THIS T4 YOU¥ TALT CHANGT TO SANCEL. PHICKED WITH S¥zbhe osapkt (v §
Estler ¥ 1o perform a systen enase, o
The consele displays:

rodisk, plauie wasl.
rtnre ar
ot diak de

mavime (Al adat
[ thov/agal,

Aller you perlomm i system erase, i you want 1 revse the appliance, vou niust boeot the system using e Cisco ISE DVD
i chowse the sl option (rom the boat men,

Cisen |SE Pors Refurence |
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Cisca ISE Infrastructure

This appendix lias e TCP and User Dutagram Protocel UDP posts that Cisco 15E wsos for ineznes otk
communictions with extemal applications und deviees, The Cisen 1SE pors liated in this opper Abe
upen va the comcinponding firewall,
Feep inmind the following information when configunng services an o Ciseo [SE nelwork

* The poris are enubled based on the services thin ars enusled in your deplnyment, Apart o the posts

that are agencd by e services running in ISE, Cisen 1SE denies toedss 1 all ather ports.

= Ciseo ISE management is restr ctedd to Gigabit Ethernes 0,

= RADILS listens on all network imerface cards (NICK),

+ Cisco ISE server interaces da notsnppen VLAN tgging. If you arc instelling on a laedusare appliance,

wnsure thal voul disable VLAN trunking on switeh ports that ore used 10 conneet 7o Clses 1S nades and
conflzure them as aceess laver ports.

* The ephemerad port mange is from 10000 10 65500, This renins the some for Ciseq 1SE, e lese 2. und
luter.

* VMune on Cloud is suppacted in Sitesto-Site VPN nerwark vonfiguration, Henee, the 1F address or part
reachability from the nerwork soces devices snd clienns i Ciseo 1ZE musr be established without NAT
ar por filkerng.

= ALl NICs can be configured with UF sddresses.
* The policy informition peint represents the point ot which extersial information is eommunicaed to the

Palicy Service persana, For cxample. external infarmution cou’d be o Lighiweight Dirseory Aeves
Profocel (LDAP| atrbute.

ISE 3.1 Node Communrcatlons
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